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Secure your e-mail by signing and encrypting messages using Certum E-mail ID certificates.  

Thanks to the unique signature and encryption feature, you can be sure that the e-mails you send are properly 
protected against their potential leakage or modification and you can assure the recipient of your identity. 

The Email ID certificate has a wide range of application. You can also use it to secure your Windows station using 
the user authentication feature on systems or applications. 

 

2. Software installation 
 

To activate the certificate on the card you need the proCertum CardManager application. The latest version of 
the software is available for download HERE. 
In order to install the application correctly, you need to follow these steps: 

1. Download the latest version of the software from the official Certum website. 
2. Run the downloaded installer. 
3. After starting the installer, click the Next button. 
4. When the next screen appears, select I Accept the terms of the license agreement and click Next. 
5. When the next screen appears, select the path to install the application. 
6. In the next step, click on the Install button. 
7. At the end of the installation, restart the computer by ticking Yes, I want to restart the computer now. 

 
3. Elements necessary before the activation and installation of the certificate 

can begin 
Prior to activation: 
 

1. Run the application proCertum CardManager. 
2. If the card has been read successfully, a window should appear as in the graphics below: 

 

 
 

3. Go to the tab Common profile. 
4. check if the common profile is active - the software will display information about the selected profile 

and a list of certificates. If it is not active, go to section 5. The profile is active if the PIN and PUK code 
status is OK. 

 
 

https://www.support.certum.eu/en/cert-offer-card-manager/
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5. If the common profile is not active, press the Initialize profile button.  

 
At this stage a new PUK code and a new PIN code will be defined. The code entered must be confirmed each 
time. Press the OK button to confirm the changes. 
Activating the profile makes the cryptoCertum card ready to activate. 

 

4. Product activation 

 

The guide is prepared using the example of Google Chrome browser and concerns the process of activating the 
Certum Email ID Business certificate. 

 

After placing an order in the Certum shop, activation will be available in the Activate Certificates tab (see section 
4.2). 

 
4.1. Adding the activation code  

 
If you want to activate the product from an electronic code received e.g. on your e-mail address - before you 
begin the activation, add the code in the Electronic Codes tab. To do so, log in to your account on 
https://shop.certum.eu    

 

 

 

https://shop.certum.eu/
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In case you do not have an account, click on the Create an Account button to create one. If you already have an 
account, select Log in. 

 

 

 
 

 

After logging in, click on the customer panel - Your Account. 

 

 
 

 

To add a code select the Electronic Codes tab. Enter the code in the Electronic code field and click Add button.  

Note!  Remember that the activation code consists of 16 characters. After entering or copying the code make 
sure that the number of characters is correct.  

 

 
 



Page | 6 

 

 

 

 

 certum.eu 
infolinia@certum.pl 

If you enter the code correctly, the product will appear on the list in the Your codes/Entered manually section. 
After processing the code, go to the Activate Certificates tab (see  next point 4.2). 

 
4.2. Start of certificate activation 

 
After placing an order or adding a code to your account, start activation in the Activate Certificates tab. 

 

 

 

Find the correct certificate in the list and click Activate. 

 

 

 

 
If you need the pfx/p12 file to implement the certificate in the mail program, select the method of key pair 

generation and click Next button. In order to obtain two separate files (certificate + private key) select the CSR 

method. For this method, a CSR and a private key must first be generated: 

 

 

4.2.1. Key pair generation 
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In order to generate the keys, download and run the Certum CryptoAgent app (to run the app you need a Java 

environment installed on your computer https://www.java.com/). 

 

 

 

After clicking on the Run CryptoAgent Application button, a warning communicate will be displayed in the bottom 

bar of the browser, where you can click Save and run the downloaded Certum application. 

 

When the Certum CryptoAgent window appears, start the application by clicking Run. 

 

 

 

https://www.java.com/
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After a short while, the application will run in the background and during the activation process there will be a 

possibility to save the keys on the Certum card. The default settings, i.e. RSA key algorithm and 2048 key length 

are correct for the certificate operation. 

 

 

 
When you click on the Generate Keys button a window will be displayed, where you enter your previously 

assigned PIN code into the Standard Profile and confirm it with OK. 

 

 

 

 After receiving a communicate that the certificate keys have been generated. Click on the Next button to 

proceed to the next activation stage. 
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5. Filling in the form during activation 
 

The next step is to complete the certification application form with the data that will be contained in the 

certificate. Please note that the fields with an asterisk * are required. 

 

 
 

 

In the last step (Summary), verify that the data is correct. Tick the required consents and confirmations and click 

Activate. 
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After the activation is completed, you will receive an email with a verification link, using which must confirm 

access to the e-mail address entered in the form and wait for the certificate to be issued.  

 

Note! In the case of an order placed by a traditional transfer, it is also necessary to register the payment in 

order to issue the certificate. 

 

6. Uploading the certificate to a cryptographic card 
 

After receiving information about the issued certificate, log in to your shop account and go to the Certificates 

Management tab. 

Make sure that the cryptographic card is connected to the computer. 
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Click on the certificate you want to upload to the card: 

 

 
 

After clicking on it, a list will expand, where you can select the Install online option.  

 

There will be a possibility to run Certum CyptoAgent to install the certificate on the cryptographic card. To upload 

the certificate, enter your PIN code into the standard profile and confirm it with OK. 
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After the processing, the certificate will be uploaded to the card. You can check the certificate in proCertum Card 

Manager by clicking on the Common profile tab.  


