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1. Product description

Certum S/MIME certificates are security certificates used in e-mails to secure electronic
communication. They enable the encryption of message content, ensuring privacy and confidentiality
of e-mail correspondence. Additionally, S/MIME certificates allow for the addition of digital
signatures, to confirm the sender's identity and guarantee the integrity of the transmitted content.

With Certum S/MIME certificates, it is possible to enhance the security of e-mail communication by
verifying the e-mail address/identity of the sender, encrypting messages and ensuring integrity.

2. Certificate activation

As the Certum customer, you will be able to start the activation process of your certificate in the
store at My account in the Data security products tab.

As the partner, you start the process through partner panel from the Dashboard by choosing the
product you want to order.

The process of issuing the certificate consists of several steps:

e E-mail verification — providing an e-mail and the verification
e Certificate activation — key pair generation, choosing the fields to include in the certificate
and submit to issue.

As the activation process goes, each step will go through the next statuses:

Step is Data is saved Verification Providing the
awaiting for and waiting for was successful data is not
the data verification available yet
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E-mail verification step
As the Certum customer, you will be able to start the e-mail verification step from Dashboard, using

E-mail verification option:

© Certum )

o orreco

(R) Dashboard Hello

Q Certificates You have logged in to the data security products panel where you can activate, check the status |
e

and manage them. =

@ Useful information

B pomains
Q, Certificates search

W Certum Shop
E Notifications

Information Problems Expiring certificates New certificates [1]

&

Could not find any tasks matching criteria

() S/MIME

E-mail
verification

Certum S/MIME Mailbox 365 days - issue

Waiting for activation

Show more

or from the Certificates list — choose the certificate you want to activate and use Provide e-mail
address option.

© Certum 8 .

by QLrECO

«— Back
Dashboard

A
ol Certificate for order ORDER/0000123456/po48
B
Q

Waiting for activation

Domains

Certificates search

E-mail address for certificate Details ~

iy Certum Shop Waiting for data

S/MIME
Provide e-mail address

@ Certum S/MIME Mailbox 365
days - issue

B e
As the partner, you will be able to start the e-mail verification step from Dashboard, using new order

option. After choosing the product type and providing the order details, you will be able to provide
the data used in the first step of issuing the certificate.
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In this step, you will provide the e-mail to be included in the certificate.

Provide the e-mail address to include in the certificate and proceed.

© Certum : .

by QIrEeco

@ Dashboard

Q Certificates E-mail data Summary
@ Domains

Q cCertificates search

Provide an e-mail address

Provide an e-mail address which you want to include in the certificate. It will require a verification of the control

over n.

r,‘i‘(n Certum Shop

E-MAIL ADDRESS*

Check provided data on the summary screen. If the data is correct, complete the e-mail verification
step.

The success screen will inform you that the e-mail address has been saved. Verify the access to it.
After completing e-mail verification its status should change to "verified", which will allow you to
proceed to the last step, which is Certificate activation.

Certificate activation step

You will be able to start certificate activation step from Dashboard, using Certificate activation
option or similar to the previous step: from the Certificates list — choose the certificate you want to
activate and use Activate certificate option.

In this step you will check the fields to be included in the certificate and generate key pair.
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Dashboard
Certificates

Domains

L m O D

Certificates search

Certum Shop

Er

Certificate data Generation method Key pair generation Summary
Certificate data
Choose the data to be included in the certificate. Some of the fields are mandatory and there is no option to

uncheck them.
Q S/MIME
Certum S/MIME Mailbox 365 days - issue

4 E-mail address [E]):

joedoe@yourdomain.com

= Common name

joedoe@yourdomain.com

Once you have checked the chosen data, go to the key pair generation.

For S/MIME certificates, the available key generation methods are:
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o CSR — certificate signing request, generated by a generator, e.g. Certum Tools or by the
application/server where the certificate will be installed

e Generating key pair on card — the keys will be saved on the cryptographic card.

When choosing a method for generating key pair on card, also choose the algorithm and key length.
Your choice should depend on the algorithm and key length supported by the application in which
you use the certificate or the recommendation of e.g. your IT department.
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© Certum @ .
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oN
() Dashboard \\\_/) 0

Certificate data Generation method Key pair generation Summary
Q Certificates

Ej Domains

Q Certificates search

Key pair generation method

A
t h . .
@ Cettum Shdp Choose one of the key generation methods available below. CSR method requires to provide CSR generated with

Certum Tools app or by your own. Generating key pair with Certum SignService application allows you to store
keys on a cryptographic card.

Key pair generation method

(® csr Generating key pair on card

BECK “

CSR method
Once you have selected CSR method, you can proceed to submit your CSR. At this stage you will be
able to download the Certum Tools application to generate a CSR or provide your own.

After proceeding, paste your CSR. After pasting the CSR, it will be verified whether it is correct. If a
CSR error occurs, it will be indicated in the error message.
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Certificate data Generation method Key pair generation Summary

CSR

Enter Certificate Signing Request [CSR] or use the Certum Tools application to

generate new CSR.

15RR02s4ESCHINTrH2YR/ qUni 5g5dC0epH+HEnT 5QsRPdSHET dnThbkDorul LRt He
tui kuESuFSgde IxLEuEYDOMEDZvE0SE 1uTnC IkCI cHOqi s a emZ AnY SVt DmE 0uICp
1KY 0ph4JC4+Ae squMT/ DD urikHp0/ 14 5n¥ kit EyfFquX 0REluaDA t FamBVVEM]
mEBAIpECWzLCRhSa/LE] /NWT JEYZSibd3 ZWTwEW3 DAL/ £ TENEWyAF0kEYREuSgCT
ZdV&BLUZfuFeHIExd7+cS01 fUbdypFe /Guokl0svyOxfQIDAQABMAOGCSQGSILS
DQEECWURR4TBAQRTimECHr i hTXrEuZ 7] 3£BuCRAyExSEder4sH3qI0/ /hnZdd+/
WIyEYpYylif1MfRIxTP+SenZi3MinMs=Suht ySFyy0D+1BENOW+Z prmseky
ShFYTCONNMiBSubsTyESraQPrnIqRu0HT2WARRkeD: 700 2UpHAyHnBz ZTgEHF v/ X
aCETMAMT /C3TMHELpz TTkz SD+1URe s T+ulwgB zt DESL / sk 0  ENZ EnTEwiizRT
100k3Lt/SKOLxiE+25EX3/ adbijb7DBwE PhxcsFnTEDSNCeHT €5aRi CFUfvameEL
wUOSnwBmkO, BE+VYT01 EEdEKBo+lvtH/ clls

-----END CERTIFICATE REQUEST--——-

o Correct

Remember to save the private key if you generated a CSR using the generator. You
will need it to install the certificate once it is issued.

Providing the correct CSR will allow you to go to the summary.

Generating key pair on a cryptographic card
After selecting the method for generating key pair on card, choose the algorithm and key length.
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Certificate data Generation method Key pair generation Summary

Key pair generation method

Choose one of the key generation methods available below. CSR method requires to provide CSR generated with
Certum Tools app or by your own. Generating key pair with Certumn Sign$Service application allows you to store
keys on a cryptographic card.
Key pair generation method

CSR @} Generating key pair on card

KEY ALGORITHM AND KEY LENGTH

RSA 2048 v

In the next stage, make sure that you have the card inserted into the reader, the reader connected to
the computer and the card itself has an initialized common profile with a PIN code set for it. The
process also requires having the proCertum CardManager application installed on your computer,
where you can also check the status of the card and the status of PIN and PUK codes.

You may check the instruction of how to assign PUK and PIN codes for the first time.
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Certificate data Generation method Key pair generation Summary

Key pair generation

e Key pair.

at

Follow the instruction below to ge

‘{:]’ Download Certum SignService app

1. Download and install the Certum SignService application.

2. Download and install the proCertum CardManager application if you don't have it installed or it
requires updating.

3. Connect the card reader to the computer and insert the card

4. Open the proCertum CardManager application and check if commeon profile of the card is initialized.
Application will ask to set PIN and PUK codes of the card if it needs to be initialized.

5. Start the key pair generation process using Generate key pair button.

6. Accept the prompt message from you browser about running the Certum SignService application.

7. When Certum SignService window appears, enter the PIN code for the common profile of your card.

8. Wait until the key pair is generated, it may take up to several minutes

When the key pair is generated, next window of the wizard will appear.

| Generate key pair

Back

To generate keys on the card, you will also need the Certum SignService application installed on your
computer. After starting key generation, the Certum SignService application can ask for permission to
run and then to provide the PIN code of the card's common profile in order to generate keys on it.

© Certum

Open CertumSignService?

P w
prereen certmanager.certum.pl wants to open this application.
Open CertumSignService
@ Dashboard
Q Certificates \ '~.‘f,-" o
Certificate data Generation method Key pair generation Summary
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Certum SignService L\\) X

@ Certum

= SignService

by QI 2C0

| New key pair generation

Cards data
Reader name: ACS ACR35U ICC Reader 0
Card number: 1625 8345 7691 5804
Key details
| Algorithm: RSA
| Size: 2048

Common profile PIN: |
ffrom 4 to 32 characters]

Depending on the algorithm and size of the key
generation may take up to several minutes

Do not remove the card from the reader during the
operation

Ok Cancel

After providing the PIN code, the key generation process will begin on the card. This may take up to a
few minutes. Once the key is generated, you can proceed to the summary.

Summary

The success screen will inform you that the certificate has been submitted for issuance. The issued
certificate can be downloaded from the certificate creation e-mail or from the certificate details
view: in a convenient PEM or DER encoding. You can install your certificate on the cryptographic card
from the certificate details view.

From the certificate details view you can also download subordinate certificates for the certificate.

If you need a PFX file, you can use the Certum Tools generator.
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