


Page |2

Table of contents

3OS o Yo ¥ ot lle [YY o] T o] o o [FS SR 3
2. Certificate aCtIVATION ..c..iiiieiee et sane e 3
D RV T g1 or- Y (o] o T =] o SO PRP 4
E-Mail VEIICatioN STEP ..uuiiii i e e e s ee e s e b e e e e sbee e e e areeas 7
Certificate aCtiVation SEEP ..uvii i e e e a e e e e sareeeean 8
CSRMETNOM ... ettt st st b e b e s st et e et e et s 10

Generating key pair on a cryptographic card........ccccceeeeieeeeciiie e 11

SUIMIMIAIY s ssnnan 14

Page | 2 certum.pl

infolinia@certum.pl



Page |3

1. Product description

Certum S/MIME certificates are security certificates used in e-mails to secure electronic
communication. They enable the encryption of message content, ensuring privacy and confidentiality
of e-mail correspondence. Additionally, S/MIME certificates allow for the addition of digital
signatures, to confirm the sender's identity and guarantee the integrity of the transmitted content.

With Certum S/MIME certificates, it is possible to enhance the security of e-mail communication by
verifying the e-mail address/identity of the sender, encrypting messages and ensuring integrity.

2. Certificate activation

As the Certum customer, you will be able to start the activation process of your certificate in the
store at My account in the Data security products tab.

As the partner, you start the process through partner panel from the Dashboard by choosing the
product you want to order.

The process of issuing the certificate consists of several steps:

e Data verification — providing organization’s data and the verification

e E-mail verification — providing an e-mail and the verification

e Certificate activation — key pair generation, choosing the fields to include in the certificate
and submit to issue.

As the activation process goes, each step will go through the next statuses:

Step is Data is saved Verification Providing the
awaiting for and waiting for was successful data is not
the data verification available yet
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Data verification step

Providing data to be verified is the step in which you provide the data of the organization for which
the certificate will be issued. From the data provided here, it will be possible to select data for the
certificate in the last step of certificate activation.

The list of supported verification documents you can check at Information about required
documents.

As the Certum customer, you will be able to start the data verification step from Dashboard, using
Data verification option:

© Certum .
wosreco
(A) Dashboard . .
Hello o) @ Useful information
Q Certificates You have logged in to the data security products panel where you can activate, check the status |
and manage them. —
B Domains

Q_ certificates search
i Certum shop

El Notifications

Information [1 Problems Expiring certificates New certificates [1]

&

Could not find any tasks matching criteria e 5

@ S/MIME

Data
verification

Certum S/MIME Organization 365 days - issue

Waiting for activation

Show more

or from the Certificates list — choose the certificate you want to activate and use Provide the data
option in the organization’s data section:
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@ Dashboard

Q Certificates

B Domains

Q Certificates search

r.‘li_“rﬂ Certum Shop

+— Back

Certificate for order ORDER/0000123456/p048

Organization's data

Waiting for data

Provide the data

E-mail address for certificate

tinm fmr Aatas
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‘Waiting for activation

Details

S/MIME

@ Certum S/MIME Organization
365 days - issue

B .

As the partner, you will be able to start the data verification step from Dashboard, using new order
option. After choosing the product type and providing the order details, you will be able to provide
the data used in the first step of issuing the certificate.

The wizard will guide you through the process of providing the data. In the first stage, choose
Provide the data. In the future, it will be possible to use them to issue another certificate.

© Certum

by Greco

(A) Dashboard

Q Certificates

[& pomains

Q, Certificates search

lﬁ( Certum Shop

Data to be verified

Select one of the verified set of data or provide a new

one for verific:

n. From the selected data, i

certific

activation step, you will be able to select the
fields included in the certificate.

(®) Provide new data

©

In the next stage, provide the organization's data. Here, provide the organization's details and the
address of its headquarters. The data will be used to verify the existence of the organization.

Choose also how Certum will verify the existence of the organization:

e By registration number — Certum will search for information about the organization in the
public register using the provided number

e Attaching a document — you will add a document confirming the establishment of the

organization.
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© Certum 8 .

by QLEreco

@ Dashboard

Q Certificates o

Organization Summary

@ Domains
Q, Certificates search

rﬁ Certum Shop

Organization data

Provide the data to let us verify your organization existence. From this data you will be able to choose

the fields to include in the certificate.

The data of the organization
ORGANIZATION®

Your comapny

Headguarters of the organization
COUNTRY™

Poland [PL) ~

STATE OR PROVINCE*

mazowieckie ~

LOCALITY*

Warsaw

Verification method

(@) Search the information about the organization by Add the document to verify organization
= registration number existence

REGISTRATION NUMBER TYPE*

DUNS ~

In the next step verify provided information on the summary screen. If the data is correct, mark the
statements if required and complete the step of providing data to be verified.

The success screen will inform you that the data have been saved for verification. Certum will verify
it. During this time, if you want to add another document confirming the provided data, you can add
it in the certificate details.
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Dashboard
Certificates

Domains

Certificates search S u Ccess !

L W o D
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]H. Certum Shop The data was saved and submitted for verification. The

@ verification usually takes from 1to 7 days. Positive data
verification will allow you to proceed to the next step of the

certificate activation.

Go to dashboard

When the data to be verified is saved, you can proceed to the next step which providing an e-mail.

E-mail verification step

You will be able to start the e-mail verification step from Dashboard, using E-mail verification option:

© Certum

worreco

Dashboard He"o

Certificates You have logged in to the data security products panel where you can activate, check the status |

and manage them. =

B Domains
Q_ Certificates search
|

i Certum Shop

El Notifications

Information [1] Problems Expiring certificates New certificates [1]

Could not find any tasks matching criteria.

@ S/MIME

Data E-mail
verification verification

Certum S/MIME Organization 365 days - issue

Under verification

Show more

@ Useful information

The certificate activation process consists, depending on the
certificate type, of providing organization and subscriber data,
providing domains or e-mail addresses to be included in the
certficate and verifying them and providing keys. Al the steps
required by the product are presented on the product tile. You can
perform each of the steps at a time convenient for you, but remember
that completing all of them and their positive verification by the
Certum team is necessary to issue the certificate.

@ Useful sources

Automatic subscriber verification
» Help, required documents
» CSR and PFX generator

» Our products
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or similar to the Data verification step: from the Certificates list — choose the certificate you want to
activate and use Provide e-mail address option.

In this step, you provide the e-mail to be included in the certificate.

Provide the e-mail address to include in the certificate and proceed.

© Certum : .

by QIreco

@ Dashboard

Q Certificates E-mail data Summary

B Domains

Q, Certificates search

Provide an e-mail address

Provide an e-mail address which you want to include in the certificate. It will require a verification of the control

over it.

ﬁ Certum Shop

E-MAIL ADDRESS*

Check provided data on the summary screen. If the data is correct, complete the e-mail verification
step.

The success screen will inform you that the e-mail address has been saved. Verify the access to it or if
the data to be verified and the e-mail address are both verified, proceed to the last step, which is
Certificate activation.

Certificate activation step

You will be able to start certificate activation step from Dashboard, using Certificate activation
option or similar to the previous step: from the Certificates list — choose the certificate you want to
activate and use Activate certificate option.

In this step, you will choose the Common name and the fields you want to include in the certificate
and generate key pair. Some fields are required and cannot be unmarked.

Choose the Common name and the fields to the certificate.
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@ Dashboard

Q Certificates

@ Domains

Q) Certificates search

ﬁ‘n Certum Shop
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Certificate data Generation method Key pair generation Summary
Certificate data
Choose the data to be included in the certificate. Some of the fields are mandatory and there is no option to

uncheck them.
g Certum S/MIME Organization 365 days - issue
& E-mail address (E):
yourcompany@yourdomain.com

v Common name:

Once you have chosen the fields to the certificate, go to the key pair generation.

For S/MIME certificates, the available key generation methods are:

e CSR — certificate signing request, generated by a generator, e.g. Certum Tools or by the
application/server where the certificate will be installed

e Generating key pair on card — the keys will be saved on the cryptographic card.

When choosing a method for generating key pair on card, also choose the algorithm and key length.
Your choice should depend on the algorithm and key length supported by the application in which
you use the certificate or the recommendation of e.g. your IT department.
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© Certum @ .

by QJreco

(A) Dashboard &) o

Certificate data Generation method Key pair generation Summary
Q Certificates

@ Domains

Q_ Certificates search

Key pair generation method

|
m Sh . S .
uj Certum Shop Choose one of the key generation methods available below. CSR method requires to provide CSR generated with

Certum Tools app or by your own. Generating key pair with Certum SignService application allows you to store
keys on a cryptographic card

Key pair generation method

@) CSR Generating key pair on card

BaCk “

CSR method
Once you have selected CSR method, you can proceed to submit your CSR. At this stage you will be
able to download the Certum Tools application to generate a CSR or provide your own.

After proceeding, paste your CSR. After pasting the CSR, it will be verified whether it is correct. If a
CSR error occurs, it will be indicated in the error message.
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(A) Dashboard
Q Centificates
[2) Domains
Q

Certificates search

TT‘._.';—, Certum Shop

(2 N
v (v) ©

Certificate data Generation method Key pair generation

CSR

Enter Certificate Signing Request (CSR] or use the Certum Tools application to
generate new CSR.
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Sumrmary

-

Fr08LLOAYyLgdIruyli2WjCxHIDcmM4c3/Kzuau3J4CNrMPcMCEEi4BiAaZEirBcS
oCeTPy4XX7dukV4 dfn7xI0msD1Uhbro+t ZHBIMZOX1Rt3jrf80ZXA4g3Thm
x0Kj CIPnV/rY¥YIsIyOh8lonnbSYWBBFxiUS]
3boknaXuNMuHk+D17V1LZt3PsH40C826GmluxKi3UalevhLaxWdW/ wSbh2kFTHaBG
2053bJVt7HFjcB5xHATjRMduu3SMggIZFkvHKQvr 1XcCAWERATANBgkghkiGow0B
ADsFRRO EACjtclkAhHwITVE7E41/3P0Z19D1ZBnvStkMu¥D1KzcwllkbGdcru
= IpBCaEWHOLOrpZ émeug+Y2X53BpupxhGGTIGacazdV
6bXZz fFEIARCXEM+xgBE0D+YbyoHHECETRWdlud45al/2
t70K%a2anPtyNkiNINvAvV=P8aYOMiptZh¥XzBohe
I¥XIwHLGONE £4VACwOxkJONwO sTMpH] /HPOEs4mRY
eegIXyvS9JRnlAeAZ7071UbFoyFASs/ Zw==

--—--END CERTIFICATE REQUEST-----

ggHYyatVyLgdL
UbQQ51X0GaBg5TEG

Q Correct

£} Download Certumn Tools app

Back

Remember to save the private key if you generated a CSR using the generator. You
will need it to install the certificate once it is issued.

Providing the correct CSR you to go to the summary.

Generating key pair on a cryptographic card
After selecting the method for generating key pair on card, choose the algorithm and key length.
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[6] Dashboard

Q Certificates

@ Domains

Q) Certificates search

r@ Certum Shop
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Certificate data Generation method Key pair generation Summary

Key pair generation method

Choose one of the key generation methods available below. CSR method reguires to provide CSR generated with
Certum Tools app or by your own. Generating key pair with Certumn SignService application allows you to store
keys on a cryptographic card.
Key pair generation method

CSR @:' Generating key pair on card

KEY ALGORITHM AND KEY LENGTH

RSA 2048 ~

In the next stage, make sure that you have the card inserted into the reader, the reader connected to
the computer and the card itself has an initialized common profile with a PIN code set forit. The
process also requires having the proCertum CardManager application installed on your computer,
where you can also check the status of the card and the status of PIN and PUK codes.

You may check the instruction of how to assign PUK and PIN codes for the first time.
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© Certum ® .

by QrECo

Dashboard '\/ ) '~/ ) o

Certificate data Generation method Key pair generation Summary

Domains

Certificates search

)
Q Certificates
B
Q

Key pair generation

)
Tuy Certum Shop Follow the instruction below to generate key pair.

£ Download Certumn SignService app

1. Download and install the Certum SignService application.

2. Download and install the proCertum CardManager application if you don't have it installed or it
requires updating.

3. Connect the card reader to the computer and insert the card.

4. Open the proCertum CardManager application and check if common profile of the card is initialized.
Application will ask to set PIN and PUK codes of the card if it neads to be initialized.

5. Start the key pair generation process using Generate key pair button.

6. Accept the prompt message from you browser about running the Certum SignService application.

7. When Certum SignService window appears, enter the PIN code for the common profile of your card.

8. Wait until the key pair is generated, it may take up to several minutes.

When the key pair is generated, next window of the wizard will appear.

Generate key pair

To generate keys on the card, you will also need the Certum SignService application installed on your
computer. After starting key generation, the Certum SignService application can ask for permission to
run and then to provide the PIN code of the card's common profile in order to generate keys on it.

@ Certum Open CertumSignService?

by QILrEecCo

certmanager.certum.pl wants to open this application.

Open CertumSignService @

@ Dashboard

Q Certificates I:\_\{:I '~.‘f,-:' o

Certificate data Generation method Key pair generation Summary
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' _
Certum SignService L} X

@ Certum

SignService

by QJI2C0

| New key pair generation

Cards data
Reader name: ACS ACR33U ICC Reader 0
Card number: 1625 8349 7691 9804
Key details
|| Agorithm: RSA
| Size: 2043

Common profile PIN: |
ffrom 4to 32 characters]

Depending on the algorithm and size of the key
generation may take up to several minutes

Do not remove the card from the reader during the
operation

Ok Cancel

After providing the PIN code, the key generation process will begin on the card. This may take up to a
few minutes. Once the key is generated, you can proceed to the next stage of this step which is
providing an e-mail.

Summary

The success screen will inform you that the certificate has been submitted for issuance. The issued
certificate can be downloaded from the certificate creation e-mail or from the certificate details
view: in a convenient PEM or DER encoding. You can install your certificate on the cryptographic card
from the certificate details view.

From the certificate details view you can also download subordinate certificates for the certificate.

If you need a PFX file, you can use the Certum Tools generator.
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