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1. Product description

The Code Signing certificate allows you to digitally sign applications and drivers, certifying their
authenticity and security. Thanks to this, users of your software can be sure that it has not been
modified, infected or damaged by third parties.

Signing the application with Code Signing eliminates the problem of code anonymity on the internet.
With a digital signature you can be sure that users will not see an "unknown publisher" warning
when installing or running your program and they will be ensured about its security. Signing your app
helps protect both: your users and your brand's reputation.

Digital code signing makes using the application safe, which translates into greater trust in your
brand and an expansion of your group of users.

2. Signing in a Windows environment

Checking the access to the service and display of certificates

After regaining the access to the service, on a portable device, the so-called token allowing for logging
into the SimplySign account is generated in the SimplySign application.

13:50 O 78%m

SimplySign e

Token dla adresu

Iwerkowski.ads@interia.pl zmien

Nacisnij i przytrzymaj, aby skopiowac

929 542

Token wygasnie za 21 sekund

Tokena mozesz uzy¢ do autoryzacji w produktach
Certum, Porada: Jezeli nie mozesz si¢ zalogowat, sprébuj
zsynchronizowac czas TUTAJ

Figure 1: The SimplySign application - the generated token
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In the Windows environment, with the use of SimplySign Desktop, you can check the correctness of
token generation and the content of the SimplySign account.

In order to install the SimplySign Desktop application for Windows, go to the website:

https://support.certum.eu/en/cert-offer-software-and-libraries/

Download the correct package and install the application from the website.

After installing the application, turn it on - the application’s icon will appear in the so-called tray - next
to the system clock.

10:56
o PoL 23.06.2023 E9

Figure 2: The SimplySign Desktop application - the icon

Then, right-click the application icon - a menu will appear.

Potacz z SimplySign

Opcje

O programie

Zamknij

10:57
AP POL oy

Figure 3: The SimplySign Desktop Application - the menu
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Select the Connect to SimplySign command. A window for logging into the service will appear.

== SimplySign Desktop Py

I wanie ver. 1.0052

Certum
|dentity Provider

by QJI2C0O

|dentyfikator: |test.assecu:ud52@1'nteﬁa.pl |

Token: | |

Ok Anuluj

Figure 4: The SimplySign Desktop Application - logging into the service

Enter the Username and the token generated on the mobile device and press the Ok button. If correct
data are entered, you will be logged into the service - a relevant notification with information on the
number of cards and certificates will be displayed.

Potaczono z SimplySign

lloS¢ dostepnych certyfikatow: 1

llo§¢ dostepnych kart: 1

08:57
B 50008 TR

Figure 5: The SimplySign Desktop Application - information after logging into the service
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After logging in, view the list of certificates. For this purpose, right-click on the SimplySign Desktop
application icon and select Manage certificates - Certificate list from the menu.

Lista certyfikatdw farzadzanie certyfikatami  »

Importuj certyfikat Zarzadzanie kartami »

Generuj zgioszenie certyfikacyjne Odizcz od SimplySign

Usun zgtoszenia certyfikacyjne )
Opcje

O programie

Zamknij

08:58

£ A0

Figure 6: The SimplySign Desktop Application —the menu allowing for displaying the certificate list

A list of certificates will be displayed.

=2 SimplySign Desktop O >

Lista certyfikatow

Whasciciel: Asseco Data Systems SA

Typ certyfikatu: miekwalifikowany

Mumer senyjny certyfikatu: JTBC82CET34DM DO 2C3ICHT 273534 BB 44

Whystawca: Certum Code Sigmng 2021 CA

Okres waznosci certyfikatu: 23062023 - 2206 2024

Klucz publiczmy: RSA, 3072 bitow

Mumer karty: 7383 9325 0597 7590 [Code Signing]

Klikonij prawy klawisz myszy aby wyswietlic menu zarzadzania certyfikatem

Zamknij

Figure 7: The SimplySign Desktop Application —the list of certificates

In order to display a certificate you need to double click within its field - this will display the details of
this certificate.
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n Cerbyfikat *

Ogdlne  Szczegdly  Sceika certyfikadi

g Informacje o certyfikacie

Ten certyfikat jest przezrnaczony do:

* Gwarantuje, ze oprogramowanie pochodzi od wydawcy
Oprogramaowania

« Chroni oprogramowanie przed zmiang po opublikowaniu
¢ 2,23.1490.1.4.1

¢ 1,2,616.1,113527.2.5.1.4

*Wiecej informacii mozna znalezd w oswiadczeniu urzedu certyfikadi.

Wystawiony dla:  Asseco Data Systems 5.4,

Wystawiony przez: Certum Code Signing 2021 CA

Wazny od 23.06.2023 do 22.06.2024

Zainstaluj certyfikat. .. Lgéwiadmnie wystawcy 1

QK

Figure 8: The SimplySign Desktop Application —the list of certificates

Signing with signtool

An individual signature

In order to make a signature with the use of signtool, it is necessary to set the so-called “thumbprint
from the certificate”. For this purpose, display the certificate and go to Details tab and then go to
Thumbprint field.
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p Certyfikat

Pokai: | <Wszyscy=

Ogdlne  Szczeadly  Sceika certyfikagi

Pole

@Zasady certyfikatu
@UIEpsznnE uzycie klucza

QUz'yciE Kucza
=l 0ddsk palea

Identg.rﬁkab:r klucza urzedu
Identg.rﬁkab:r klucza podmiotu

QPDEJSEWDWE warunki ograni. ..

Wartosc

Identyfikator klucza=dd745d4...
602 33eaddce436f541b64f056. ..
[1]Zasady certyfikatu:Identyfi...
Podpisywanie kodu (1.3.6. 1.5...
Typ podmiotu=Jednostka konc. ..
Podpis cyfrowy (30)

a0986e 3acsfebff4cfooaf174e. ..

S0585e3acofebff4cfage M T4eddcbdchedffc1d

Edytuj wiasdwosd...

Kopiuj do pliku. ..

Figure 9: Certificate details - thumbprint value
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After obtaining a thumbprint, you can prepare a command allowing for signing a file. The

command's syntax is as follows:

signtool sign /shal "[1]" /tr [2] /td [3] /fd [4]/v "[5]"

[1] — the so-called thumbprint of the certificate — in the following example it is a value of
90986e3ac5febff4cf998f174e82cb4c9ebffcl9

[2] — time stamp address — in the example below it is a value of http://time.certum.pl

[3] — an abbreviation which will be used for time stamp — in the following example SHA-256

[4] — an abbreviation which will be used for signature — in the following example SHA-256

[5] — a path to the file which is to be signed;

An exemplary command:
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signtool sign /shal "90986e3ac5febff4cf998f174e82cb4c9e6ffc19" /tr http://time.certum.pl /td
sha256 /fd sha256 /v "plik.exe"

In case of pin cards, a window where you have to enter PIN code to SimplySign card where the
indicated certificate is located will appear after giving the first command.

%! Logowanie do karty X

#71 SimplySign
Desktop

by QJI2C0

Dane karty
Mazwa uzytkowika: certum. doudfest20 18 @amail . com
Mumer karty: 73717090 8757 6629
Mazwa karty: SimplySignPIN
Podaj PIN: |

Tlosc dostepnych prob: 3

Ok Anuluj

K5SP v.1.2.0.9

Figure 10: SimplySign Desktop Application - entering the PIN code to the card

In case of pinless cards, signature of the file will be performed immediately without entering PIN
code.

In both cases, the following information will be displayed:

The following certificate was selected:
Issued to: Asseco Data Systems S.A.
Issued by: Certum Code Signing 2021 CA
Expires: Sat Jun 22 09:47:15 2024
SHA1 hash: 90986E3ACS5FEBFF4CFO98F174E82CB4CIOEGFFC1O9
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Done Adding Additional Store
Successfully signed: file.exe

Number of files successfully Signed: 1
Number of warnings: O
Number of errors: 0

Batch signing

In order to perform a batch signature of many files during one session, enter the files which are to be
signed in the command of signature for the attribute /v. Such an action eliminates the necessity to run
the command in the console each time and enter the PIN code when signing subsequent files.

An exemplary command:

signtool sign /shal "90986e3ac5febff4cf998f174e82ch4c9ebffc19" [tr
http://time.certum.pl  /td sha256 /fd sha256 /v "aplikacjal.exe" "aplikacja2.exe"
"aplikacja3.exe"

As a result, the cmd.exe console indicates the correctness of the file signature:

The following certificate was selected:
Issued to: Asseco Data Systems S.A.
Issued by: Certum Code Signing 2021 CA
Expires: Sat Jun 22 09:47:15 2024
SHA1 hash: 90986E3ACS5FEBFF4CF998F174E82CB4CO9E6GFFC19

Done Adding Additional Store

Successfully signed: aplikacjal.exe
Successfully signed: aplikacjaZ.exe
Successfully signed: aplikacja3.exe

Number of files successfully Signed: 3

Number of warnings: 0
Number of errors: O

Dual signature

In order to make a dual signature (using both algorithms: SHA-1 and SHA-2, you have to perform the
following procedure:

1. Perform the signature of the application with the use of SHA-1 with the exemplary command:

signtool sign /shal "90986e3ac5febff4cf998f174e82ch4c9ebffc19" /tr
http://time.certum.pl/ /td sha256 /fd shal /v aplikacja.exe

2. Then, perform a signature of the same application with the use of SHA-2 algorithm and the
switch /as:
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signtool sign /shal "90986e3ac5febff4cf998f174e82ch4c9ebffc19" Jtr
http://time.certum.pl/ /td sha256 /fd sha256 /as /v aplikacja.exe

The result of verification of the file signed dually should be the following message from the console:

File: aplikacja.exe
Index Algorithm Timestamp

0 shal RFC3161
1 sha256 RFC3161

Successfully verified: aplikacja.exe
Windows 8 or higher is required to perform and verify the dual signature. In order to perform or verify

the dual signature on Windows 7 systems, please read the article published by Microsoft:
https://technet.microsoft.com/en-us/library/security/2949927.

Signature verification with signtool
A signature made using signtool can be verified with the use of the same tool. A syntax of such a
command is as follows:

signtool verify /pa /all [1]

[1] — name of the file being verified - in the example file.exe

An exemplary command:

signtool verify /pa /all plik.exe

After running the exemplary command, the following information will be visible on the console:

File: plik.exe
Index Algorithm Timestamp

0 sha256 RFC3161
Successfully verified: plik.exe

Signing with jarsigner tool
Before starting using the jarsigner tool, an additional configuration is required.

Creation of a configuration file provider.cfg

As the first step, create a provider configuration file for PKCS#11. For this purpose, create a new file
with extension *.cfg (an example: provider.cfg). Its content is as follows:
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name=[1]
library=[2]
slotListindex=[3]
[1] — Provider name. Preferably SimplySignPKCS.
[2] — Path to PKCS library. Default path: C:\Windows\System32\crypto3PKCS.dll

[3] — The number of the slot in which the card is located. The first slot number is 0, the second 1, etc.
In case when there is one card on the SimplySign account, set to 0. In case if there are more cards on
the SimplySign account, then the slot numbers correspond to the list of cards presented by the
SimplySign Desktop application - the slot number of a card located at the “highest” place is 0. The next
one below has a slot with a number 1, etc.

Attention!!!

Due to the possibility of adding and removing cards from the SimplySign account, which influences
the sequence of slots, it is recommended to verify the correctness of the slot number each time prior
to signature.

An exemplary configuration:

name=SimplySignPKCS.dll
library=C:\Windows\System32\SimplySignPKCS.dII
slotListindex=0

Creation of a file of the certificate path bundle.pem

The next step is to create a file of the certificate path with the extension *.pem (an example:
bundle.pem). Its content is as follows:

1. “Onthe top”: The user’s certificate
2. “Below”: an intermediate certificate for the user’s certificate

NOTE. The content of bundle.pem file must be in the above mentioned order.

Obtaining the User’s certificate

To obtain the user’s certificate, you have to simply view it and go to the Details tab.
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Then press the Copy to File button. A certificate export wizard will be launched.

D Wersja
D Mumer seryjny
D Algorytm podpisu

E] Wystawca

D'\":’azny do
=l prdmint

n | Certyfikat x
Ogdine] poiezka certyfikaci
Poka#: | <Wszyscy> ~
Pole Wartosé ~

V3
63a7eed44c93998b205b1c28...
sha256RSA

Certumn Extended Validation C...
e,

sobota, 2 marca 2015 13:28:27

Acaarn Nata Quateme @ & Dri
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CM = Certum Extended Validation Code Signing CA SHA2

OU = Certum Certification Authority
O = Unizeto Technologies 5. A.
C=PL

Edytuj whascwosd. ..

Kopiuj do pliku...

At this step, it is worth
to save the content of
the “Issuer” field. It
will be later helpful in
the selection of the
intermediate
certificate.

Figure 11: Certificate details

=¥ Kreator eksportu certyfikatow

Kreator eksportu certyfikatow — Zapraszamy!

Ten kreator pozwala kopiowac certyfikaty, listy zaufania certyfikatow oraz listy

odwolania certyfikatdw z magazynu certyfikatdw na dysk.

Certyfikat, wystawiany przez urzad certyfikadi, stanowi potwierdzenie tozsamosd
uzytkownika i zawiera informacje uzywane do ochrony danych lub do ustanawiania

bezpiecznych pofgczen siedowych. Magazyn certyfikatdw jest obszarem systemowym,

w ktdrym przechowywane s3 certyfikaty.

Aby kontynuowad, Kliiknij przycisk Dalej.

Figure 12: The Certificate Export Wizard

Then, press the Next button. A window allowing for the selection of the format in which the certificate
is to be exported will be displayed.
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£# Kreator eksportu certyfikatdw

Format pliku eksportu
Certyfikaty moga by¢ eksportowane w wielu raznych formatach plikdw.

Wybierz format, ktdrego choesz uzyc:

() Certyfikat X.509 szyfrowany binarnie algorytmem DER (CER)

5
Standard skfadni wiadomosd kryptograficenych — certyhikaty PKCS #7 (P7E)
Jesli jest to mozliwe, dofacz wszystkie certyfikaty ze sdeiki certyfikadi
Wymiana informadji osobistych — PKCS #12 (PFX)
Jegli jest to mozliwe, dofacz wezysthie certyfikaty do gciedli certyfikaci
Usun kucz prywatny, jesl eksport zostat zakonczony pomysinie
Eksportuj wszystkie wiasdwosd rozszerzone
Whacz funkcie prywatnosd certyfikatu

Magazyn certyfikatéw seryjnych firmy Microsoft (S5T)

Figure 13: The Certificate Export Wizard - selection of the certificate format

Page |14

Select the Base-64 format and press the Next button. A window allowing to define the location of the
exported certificate file will be displayed.

e

£# Kreator eksportu certyfikatow

Eksport pliku
Okregl nazwe pliku, ktéry cheesz wyeksportowad

MNazwa pliku:

| | Przegladaj...

Dalej Anuluj

Figure 14: The Certificate Export Wizard - specifying the path
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Press the Browse button. A window allowing for setting a name of the exported file of the certificate
will be displayed.

21 Zapisywanie jako
&« v P » Ten komputer » Dysk lokalny (C:) » certyfikat v D Przeszukaj: certyfikat

1S w

Organizuj « Nowy folder

55D _regi " Mazwa Data medyfikacji Typ Raozmiar

[ Ten komputer Zadne elementy nie pasuja do kryteriéw wyszukiwania.
= Dokumenty
J& Muzyka
) Obiekty 3D
&= Obrazy
* Pabrane
I Pulpit
B wideo
i Dysk lokalny (C:]
s Dysk lokalny (D:]

= programy (\\szc

& Gies N

MNazwa pliku: | CodeSigning

Zapisz jako typ: | Certyfikat X.509 szyfrowany algerytmem Base-64 (*.cer)

Figure 15: The Certificate Export Wizard - specifying the file name

After specifying the destination folder and defining the file name, press the Save button. You will then
return to the export wizard. The indicated path will be visible in the wizard.
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4% Kreator eksportu certyfikatow

Eksport plileu
Okresl nazwe pliku, ktdry cheesz wyeksportowad

MNazwa pliku:

Cr\certyfikat\CodeSigning. cer | EErzegIadaj.

Dalej

Anuluj

Figure 16: The Certificate Export Wizard — defined location of the certificate

Press the Next button. The export wizard window will be displayed.

e

£# Kreator eksportu certyfikatow

Koficzenie pracy Kreatora eksportu certyfikatéw

Praca Kreatora eksportu certyfikatdw zostata pomyéinie ukofczona,

Wrybrane zostaly nastepujace ustawienia:

Mazwa pliku C:lcertyfikatiCo

Eksportuj klucze Mig

Dofacz wszystkie certyfikaty ze scedki certyfikacii Mie

Format pliku Certyfikat ¥. 509 szyfrowany algor
£ >

Figure 17: The Certificate Export Wizard - the final window
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Press the Finish button. The certificate will be exported to a file and an appropriate message will be
displayed.

Kreator eksportu certyfikatdw >

Eksport zakonczyt sie pomyslnie.

Figure 18: The Certificate Export Wizard — information on the correct export of a file

Obtaining the intermediate certificate

Intermediate certificates should be downloaded from the Certum website:

https://www.certum.pl/pl/wsparcie/cert wiedza zaswiadczenia klucze certum/

The selection of the appropriate intermediate certificate(s) will be facilitated by the previously saved
Issuer name from the “Issuer” field of the user’s certificate. Find on the Certum website the issuer of
your certificate and save its certificate in the PEM text format.

Then, if you have two files with certificates, create a new text file. The content of the both previously
obtained files (the user’s certificate and the intermediate certificate) should be pasted to one text file
in the above mentioned order:

1.  “Onthe top”: The user’s certificate
2. “Below”: an intermediate certificate for the user’s certificate

The file has to be saved and its extension changed to *.pem.
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| C\certyfikat\bundle.pem - Notepad-++ [Administratar] - O *
File Edit Search View Encoding Language Settings Tools Macre Run Plugins  Window I X
cHHERLA s mEkioe gk ERE =1 EREAe®| @ ED B RB| =
[=] bundle pem F:!l

————— BEGIN CERTIFICATE————- ~

MITGCODCCBSCoAwIBAgIOQYeéfulEvamYsgWxwolUHlz1zANBgkghki Gow0BRAOSFADCE
1DELMAKGRIUEERMCUEWX I j AgBgNVBAOMGVVuaXpldGE8gVEViaG5vbGonaWvaIFMu
254xJzR1BgNVBAsSMHEN1 cnR1bESBDZXJ0aWZpY2F0aWSuIEF1dGhveml 0eTE4MDY G
AIUERAwWvOZVydHVLIEV4dGVeZGVEIFZhb Gl EYXRpbZ4g029kZ5BTaWduaWsnIENE
IFNIQT IwHhcHMT gwhMzAyMTIyODI3WheNMTkwMzAyMT IvODI3WS CCAS4XCzATEGNY
BAYTALIBMMSEwHWYDVQOKDBRhBo3N1YZ8gRGFOYSBTeXNOZW1zIFMuQS4xDj AMBgHV
BAsSMBVEBVOm1aMOSwDQYDVOOHDAZHZHIuaWEXE jAQBgNVBAgHMCEXBvEbWSycZtpZTET
MBIGAIUECQWLUGSkbZXza2EgM]EXDzANBgNVEBETB] gxLTMYMTETMBEGCYSGAQQB
10 gjcSAgEDEWJQTDEYMBYGCysSGAQQBg] c8AgEBDAAHZGHFhHNr MROWGAY LEWYBEAGT
11  NzwCAQIMCXBvbW9vcItpZTETMBEGAIUEBRMEMDAWMDOVMTMxMDEAMEsGAIUED=MO
UHIpdmFOZ5BPcmdhbm] 6YXRpbl4xITAfBgNVEAMMGEFzcZVibyBEYXRhIFNSCc3R1
EXMgUySBELICCASIwDQY JKoZThveNAQEBBOADggEPADCCAQoCggEBATIXpSELCCabDl

[ Y R PR

- m

w o

nBOOYyrTfozxiWWOcl4h,/ JYNOntbgEl4bOWAUetz Y SNvur SCEv/ x9W+FWuBMDS X ’
83gxHpIgDYwUgWBXypT PEYYAVITECKCe2wil/ zehmGLbuwhSZFnFI+KBLIGD3CYY Th e users
=2/TtQfp] sXDd00V1UzcyVRR4DchDDJoOwTkE1PiH136znTRe/X1KEJFroeLVERE4,/ -f-
ggIlrSeLshnot4MoQX/AqY¥5es3040ilfIgr/zD2UKcz jMIk+DaYuGr 7swGFkHekEL certl Icate
1CGTvwglfritk/bCCpb0ctYMshhPEXMhIJLis41z4M/ uyf2VoiwdUVoMbVvnMghpW

eHMStvHAQocCAWEARaOCAe cwggHIMAWGA1UAEWER / wQCHARWNAYDVROIBCOWKZAD
oCeglY¥¥jaHROcDovLINybC5 ] ZXJ0dWoucGwvZXZjcZNhe2hhMi 5jcwwd QY IEWYB
BOUHAQEEaTBnMCOGCCsGAQUFBzABhi FodHRWOi8vEXZ] cZNheZhhMi SvY 3HWLNHL
cnR1b55jbZ0wNgY IEWYBBQUHMAKGEmh 0dHAELY S yZXBveZ10b3J5LmlcnR1bS 5w
bCO91ldmNzY2FzaGEyLmN1ciAfBgNVHSMEGDAWgBSixSoRAC2Z TEZzREtePOgXRowgpl
FzRdBgNVHQ4EFgQUve47+1HI1,/ noYj 9iZ3g5Xhn 1 NWcwHwYDVROSBBgwFoEUZXZ]
cZNhcZhhMEB] ZXJ0dW0ucGwwhgYDVROPAQH /BAQDAgeAMEoGA1UdIARDMEEWBWYF
Z4EMAQMWHgYLEoRoAYL2dwIFAQowIzAlBggrBgEFBQcCARY ZaHROCHMELy93d3cu
YIVydAVELnBsLONQUzAfBgNVHSUEGDAWBgg rBgEFEQCcDAWYKEWYBBAGCHZz0BATET
BoNVHREEQTA/ 0DOGCCsGRQUFBWIDoDEWLWWEUEWLUESNT1JTSOLFLUAEQCcWDUO St
OVHTRUNPIERBVEEgQUlITVEVNUYBT LKEuMAOGCSgGSIb3DOEBCWUAR4TBAQCVJIECE
SvEWRENGg+]+0sIez03xIBt 9 rglgWhOg3 6g0NGHMEVEP TR2WDIXOCUVMVRYNIFZN
nTg4uvesvRo/nJDed/94/0TH4piD2UsFUrCeDdal5GHp,/ § 9UdPsqdQ03/ TBLZk2N
55+c0lGt32pLGKZiAK04ZPL405TAUQLPc30GeITplAkLwUqwV3NZChuGzBBU/peN
1B/R+Y¥moRxZ2T55PhALpz 2wl+0nmTok9b55gI50viPkObvpwSXLeckRFEKE 6owbenvx
MuvBa3JtpWEixhOITR/MIPZEUNi 2YdRkkqt SXdZPgLxFVO+cRSgGRTJZEn+IdAIJLF
J13yrVVEGCEfePWd3

MIIES]CCASquAwIEAgIQTpbBugYligwquidiXpBk0zANBgkghkiGOwOBAQSFADE+
MQsWCOYDVQQGEWIQT DEiMCAGALUEChMZ VWS penV0byBUZWNobmasb2dpZXMyUy 5B
L3iEnMCUGALUECxMeQ2VydHVE IEN] cnRpZml  YXRpb2 4g0XV0aGoyaXREMS TwIAYD
VOODEx1DZXJOdWOgVHI1c3R1ZCBOZXR3b3Jr IENEMB4XDTE IMTAYOTEXNTUZOVaX
DTI3MDExCTExNTUZzOVowgZOxCzAJBgNVBAYTA1BMMS TwIAYDVOQKDB1Vbml 6 ZXRv
3 IFR1YZhub2xvZ21lcyBTLKEuMScwJIQYDVQOLDESDZXI0AW0gQ2VydGlnaWihdGly

44  pbiBBdXRob3JpdHkxODA2BgNVEAMMLONLcnR1bSEFeHR1bmR1ZCENYWRpZGFOaWou

45  IENVZGUgUZlnbmluZyBDQSBTSEEYMIIBIjANBgkghkiGowOBAQEFAACCAQSAMITE The

46 CQHCRQER/B+7+z00ykSKmBVIUKFFa7JrbGDLmN/RDPEIR43hkrx1s3mgAOCHSSEV R R

47  aBB/++hEbNgbMUhdwZMvy 6GPXVNLhe 85XheCOfWQEFy3I15d283z/ Sgnldgzugte intermediate
4%  Hs9m/MITBt/xbulUFhaz8xJvti8tEvEvoNbQglV1sF97jayxnElbtofhveéwKuz8Q

49  on8wtU7PYLCukCIYSMiECYRJI1IEScPlghvEwdFvPZipZ4NSUMuScUW/S1KpGdZID3
50  hLINE3n3dFWEFDuKAlv3vCxAKpiv+ppfCIoddJKpu/Of3msX3GtRIVWYDQZIBXmET
51 FUxcPgO60X8d2tlTWElx1p2mIs01lwwIDAQABo4 IBUzCCATSWDWYDVROTRAQH,/ BAUW
52 AWEB/ zRAdBgNVHQ4EFgQUosUgEXQtuys0RLYjzoF0aMEgqZRowHWYDVRO EBgwFoll
53 CHbNywE/ JPbFzelTkLzihDdGdfcwDgYDVROPAQH/ BACDAGEGMBMGA1UAIQOMMACG
54 CCsGRAQUFBWHMDMCEGA1UdHWQoMCYwIKAL oCCGHMh 0dHAELY 9 ciwu Y 2V ydHVE LnEs w

MNormal text file length : 4058 lines: 66 Ln:1 Col:1 Sel:0]|0 Windows (CRLF)  UTF-8 INS

Figure 19: bundle file

Obtaining the certificate alias

Prior to signing, you have to obtain the so-called certificate alias. For this purpose, the following
command should be used:

keytool -list -keystore NONE -storetype PKCS11 —providerclass
sun.security.pkcs11.SunPKCS11 -providerArg provider.cfg

As a result, the instruction provides the content of the key store:
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Picked up JAVA OPTIONS: -Xms256m -Xmx1024m
Enter keystore password:

Keystore type: PKCS11
Keystore provider: SunPKCS1ll-SimplySignPKCS

Your keystore contains 1 entry

63A7TEED44C9A998B205B1C2850C973D7, PrivateKeyEntry,
Certificate fingerprint (SHAL) :
F5:91:5E:3F:D2:00:F7:BA:57:43:F9:8A:E8:CE:09:A9:83:2F:A9:F7

In this case, the alias is:

63A7EED44C9A998B205B1C2850C973D7

Signing

To sign a file, use the following command in the command line (cmd.exe):

jarsigner -keystore NONE -tsa "[1]" -certchain "[2]" —sigalg [3] -storetype PKCS11 -providerClass
sun.security.pkcs11.SunPKCS11 -providerArg "[4]" -storepass "[5]" "[6]" "[7]"

[1] — Time stamp address. For Certum http://time.certum.pl,

[2] — Path to the certificate path file [bundle.pem],

[3] — indication of the signature algorithm [SHA1withRSA or SHA256withRSA],

[4] — Path to the provider configuration file,

[5] — PIN code to the virtual card [for pinless cards enter any PIN code - it cannot be skipped in the
command],

[6] — Path to the file being signed,

[7] — Alias of the certificate in which the file will be signed.

An exemplary correct command:
jarsigner -keystore NONE -certchain "bundle.pem" -sigalg SHA256withRSA -tsa "http://time.certum.pl"

-storetype PKCS11 -providerClass sun.security.pkcs11.SunPKCS11 -providerArg "provider.cfg"
storepass "12341234" "plik.jar" "63A7EED44C9A998B205B1C2850C973D7"

If the signing procedure is completed successfully, the console will display the following result:

Picked up JAVA OPTIONS: -Xms256m -Xmx1024m
jar signed.

Batch signing
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In order to perform a batch signature of many files during one session, create a *.bat file, containing
the number of entires equal to the number of files to be signed during one signing process. Such an
action eliminates the necessity to run the command in the console each time and enter the PIN code
when signing subsequent files.

In order to create a file, create a new *.txt text file, paste the entries for file signature, save the file
and change its extension from *.txt to *.bat.

The following example presents the *.bat file content for signature of three applications at the same
time:

jarsigner -keystore NONE -certchain "bundle.pem" -tsa "http://time.certum.pl" -
storetype PKCS11 -providerClass sun.security.pkcs11.SunPKCS11 -providerArg
"provider.cfg" -storepass "12341234" "aplikacjal.jar"
"63A7EED44C9A998B205B1C2850C973D7

jarsigner -keystore NONE -certchain "bundle.pem" -tsa "http://time.certum.pl” -
storetype PKCS11 -providerClass sun.security.pkcs11.SunPKCS11 -providerArg
"provider.cfg" -storepass "12341234" "aplikacja2.jar"
"63A7EED44C9A998B205B1C2850C973D7

jarsigner -keystore NONE -certchain "bundle.pem" -tsa "http://time.certum.pl" -
storetype PKCS11 -providerClass sun.security.pkcs11.SunPKCS11 -providerArg
"provider.cfg" -storepass "12341234" "aplikacja3.jar"
"63A7EED44C9A998B205B1C2850C973D7"

Afile saved in such a manner can be opened in the console cmd.exe or by double click, and as a result,
signing of the next files contained in the *.bat file will be started.

The result of running the *.bat file in the console will be the information on the subsequent call up of
commands and signature of files:

C:\Users\user\Desktop\jarsigner>jarsigner -keystore NONE -certchain

"bundle.pem" -tsa http://time.certum.pl —-storetype PKCS11 -
providerClass sun.security.pkcsll.SunPKCS11 -providerArg
"provider.cfg" -storepass "12341234" "aplikacjal.jar"

"63ATEED44C9A998B205B1C2850C973D7"
Picked up JAVA OPTIONS: -Xms256m -Xmx1024m
jar signed.

C:\Users\user\Desktop\jarsigner>jarsigner -keystore NONE -certchain

"bundle.pem" -tsa http://time.certum.pl -storetype PKCS11 -
providerClass sun.security.pkcsll.SunPKCS11 -providerArg
"provider.cfg" -storepass "12341234" "aplikacja2.jar"

"63ATEED44CSOA998B205B1C2850C873D7"
Picked up JAVA OPTIONS: -Xms256m -Xmx1024m
jar signed.
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C:\Users\user\Desktop\jarsigner>jarsigner -keystore NONE -certchain

"bundle.pem" -tsa http://time.certum.pl -storetype PKCS11 -
providerClass sun.security.pkcsll.SunPKCS11 -providerArg
"provider.cfg" -storepass "12341234" "aplikacja3.jar"

"63A7TEED44C9A998B205B1C2850C973D7"
Picked up JAVA OPTIONS: -Xms256m -Xmx1024m
jar signed.

File verification with jarsigner tool
Verification of the signed file with the use of the jarsigner tool is performed with the following
command:

jarsigner -verify "[1]"

[1] — Path to the file being signed,

An exemplary correct command:

jarsigner -verify "plik.jar"

In case of correct verification of the file, the console will display:
Picked up JAVA OPTIONS: -Xms256m -Xmx1024m

jar verified.

In case of the lack of the signature, the result is as follows:
Picked up JAVA OPTIONS: -Xms256m -Xmx1024m

jar 1s unsigned.
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