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1. Legal information

Proprietary copyrights to this documentation and the software described hereto are veste$@to
Data Systems S.Awith its seat in GaZsk ul. Jana zKolnal1l. The above rights are protected by the
Act on Copyrights and Related Rights (Journal of Laws No. 24, item 83 dated February 4, 1994, as

amended).

The below documentation is distributed based on the granted license.
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2. Introduction

TheSimplySig application for Android system allows the users to sign PDF documents based on the
virtual card with a qualified certificate or a common certificate. The application supports electronic
signature in PAJES format (PDF Advanced Electronic Signature BEU3I778) and uses CAdES or
PKCS#7 standards to describe data structures containing a signature.
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3. Requirements

The SimplySigrapplication requires the Android system in versm0+ at least one registered and
initialized virtual card, activaccount in theSimplySigrservice and qualified/common certificate(s).

4. Application installation

In order to install the application on devices with the Android system, you have to open Play Store,
find the SimplySigapplication and then install it.

After correct installation, the&simplySigrapplication icon will appear on the device Desktop.

Certum certumeu
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After correct installation, th&implySigrapplication icon will appear on the device Desktop.
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SimplySign

5. Launching, activation of the application or resetacgess to the service
5.1. Launching the application

The SimplySignapplication is launched using a button located on the Desktop. After launching the
application a start screen appears.
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[ SimplySign

by QSIeco

In order to use the application
you need to activate it.

Select the activation method:

Authentication data

Activation code

22 QR Code

1] @] <

5.2. Service activation
5.2.1. Activation using (personal) authentication data

Holders of a qualified certificate issued ®ZRTUMNd contained on the SimplySign medium have the
opportunity to benefit from a vergonvenient maintenancefree activation of the application based

on their personal data. This is the activation through thecalted authentication data. In practice,
these are the data known to the User (personal data plus the data of their identity document). The
following is thedescription of the process of performing such activation of$fraplySigrapplication.

IMATTENTION

The condition for correct activation through authentication data is that the User must haleastt
one qualified certificate issued byCERTUNNd contaned on a virtual card in th8implySigrservice.
The certificate can even be canceled or overdue.

In order to perform the activation using the authentication data, 8implySigrapplication should be
launched.
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In order to use the application
you need to activate it.

Select the activation method:

Authentication data

Activation code ‘

22 QR Code
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Theactivation is started by pressing thAuthentication Databutton. After pressing this button, a
screen allowing for entering the¥ I A

I RRNB&aaz

09:10 G

¢ Authentication

Enter email

Enter the e-mail address given in the
application for the certificate

E-mail

Enter your e-mail address

gKAOK A&

GKS ! aSNDa

Then, in the field=mail address provided during registratigryou must enter an email, which is the

asSNRa

Certum
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Then, press thélext button. If the ID is correct, the application will ask you to enter 3 randomly
selected personal data of the User.

09:11 Gl oY 91%m

¢ Authentication

Provide authentication
data

Fill in the fields according to the data
provided in the application for the
certificate

Document number

Enter document number

Last name

Enter your last name

Date of birth

Enter date

I (@] <

Then you must enter the correct personal data.

09:11 G B 91%E

¢ Authentication

Provide authentication
data

Fill in the fields according to the data
provided in the application for the
certificate

Document number

ABC123456

Last name

Smith

Date of birth

1983-02-10

I (@] <
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After enterirg personal data, press thidextbutton. If the personal data is correct, the application will
be activated and it will go to the start screen, where you must select the application operating mode.

09:12 @ L 91%E

Application mode

Select
application mode

Select the application functions you
will use most frequently.

Signing

Sign documents

Generate token code

Signature confirmation by means of an

You can change these functions in Settings at

any time

Finish activation

Account reseted

1] @] <

Two modes are available:

1 Signdocumentsc it only allows you to sign documentgsin such a case the login token will be
downloaded from another device;

1 Generate token codeit only allows you to generate a tokeyin such a case you will have to
place a signature using another device;

The modes can beombined in order to obtain a possibility to generate a token and sign
documents on the same device.

After selecting the appropriate modes, press finish Activatiorbutton. A screen indicating that
the application is active will be displayed.

Certum certumeu
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Z SimplySign

by QSreco

Application SimplySign
is now active!

Application was activated.
Now you can sign your first
document

Sign your first document

1l @] <
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After pressing th&ign your first documenbutton, the application will go to the start screen.

09:19 & I 91%a

[ SimplySign

by OSreco

Login as

Qj test.assecods@interia.pl !

Sinn the daciimente ae

Login and sign

‘ Generate token ‘

] @) <

5.2.2. Activation using the activating code
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The application can be activated also usingaativating codewhich is received by-mail during the
purchase oSimplySigrg mobile electronic signature iGertum Store

In the case of activation using the Activating Code, presdititizating Codebutton. After pressing
this button, a screen allowing for activation of the application with the use of this activatwe
appears.

NOTE!!

TheeYl Af F RRNBaa SydSNBR sAtf 685 d&aSR I &salla GKS

address to which the user has accessis related to the fact that the -enail messages (e.g. resetting
a PIN code for dgirtual card) sent from the SimplySign System to the User will be sent to that address.

09:22 | g 92%m

¢ Activation

Activation code

Enter the activation code received
after purchasing the certificate

ENTER THE ACTIVATION CODE

Then fill in the field&nter email addressEnter email address agaiandEnter activating code
After these data are entered, press tAetivate button. The apfication will ask for permission to
access the internal information of the phone to register the device irSingplySigrsystem.

Certum certumeu
infolinia@certum.pl



Pagel| 14

{‘ Allow SimplySign to
make and manage
phone calls?

Deny Allow

After agreeing, if the data is correct, the application will be activated and it will go to the screen, where
you must sedct the application operating mode.

09:26 & a0 92% 08

Application mode

Select
application mode

Select the application functions you
will use most frequently.

Signing

Sign documents

2 Generate token code
Signature confirmation by means of an

You can change these functions in Settings at
any time.

Finish activation

Account reseted

1 @] <

Two modes are available:
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1 Sign documents it only allows you to sign documentsn such a case the login token will be
downloaded from another device;

1 Generate token code it only allows you to generate a tokerin such a case you will have to
place a signature using another device;

The modes can be combined in order to obtain a possibility to generate a token and sign
documents on the same device.

After selecting the appropriate modes, press finish Activatiorbutton. A screen indicating that
the application is active will be displayed.

09:26 G ' W192%a

 SimplySign

by QIreco

Application SimplySign
is now active!

Application was activated.
Now you can sign your first
document

Sign your first document

After pressing the&Sign your first documenbutton, the application will go to the start screen.
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Z SimplySign

by QSIeco

i test.assecods@interia.pl ».

Login and sign

Generate token

5.3. Reseting the access to the service

Resetting the acas to the service consists in contacting tbertumHelp line in order to submit a
request for service access res&éhe employee of the Certum Help line performs the access resetting
process byerification of personal details of the Userquesting the eset of the access to the service.

¢tKS | aSNna RIGlI O2y Gl AYySR Ay GKSANI ! LILIX AOIFGAz2y ¥
are verified.

After correct verification, the User receives aligit code, the secalled secret, from the Certum
Operator.

Certum sends a one time link for resetting the service accesstoYie e f | RRNBaas> 6KA OK
ID in theSimplySigrSystem the link is valid for 24 hours from the moment of its generation in the
SimplySign system.

The User receives theraail message, clicks on the activation link and is directed to Certum website,
where they are asked to enter tt@digit secret

Depending on the reset method, when a secret is entered andSévadbutton is pressed, the User
obtains either the secalledQR Codealled a photocode or the stalled16-character resetting code

After receiving this data, do not close the browser but proceed to the next step of resetting the access
to the service.

Certum certumeu
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Prosimy wpisac kod resetujgcy do apjkacii SimplySign. (Please enter rgeet code with SimplySign application.)

ZUVQB6D3J5CK2HRA

Both methods are described the following sections.

5.3.1. Manual reset using the iéharacter resetting code

To reset access with thi6 character reset codestart theSimplySigrApplication.

09:33 U 95% 8

£ SimplySign

by OSreco

In order to use the application
you need to activate it.

Select the activation method:

Authentication data

Activation code

22 QR Code

1l @] <
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Next, press th€R CODButton located at the bottom of the screeRurther options wilbe displayed.

09:33 & 5 95%0

¢~ Reset account

If you have trouble logging in,
reset the application

@4»48 91 4801 340

Consultants are available on
business days (Mon-Fri) from
07:00 to 17:00

{ 22 QR Code l

1] (@] <

Then, press th®eset coddutton. A screen allowing you to enter the-tBaracter resetting code will
appear.

09:34 G a0 95%0

¢ Reset manual

Reset code

Enter mail and reset code you
received from the consultant

Podaj e-mail

Enter mail

Enter reset code

Enter reset code

1] (@] <
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Fill in theEnter email and Enter resetcodefields.

09:34 5 95%0

¢ Reset manual

Reset code

Enter mail and reset code you
received from the consultant

Podaj e-mail

test.assecods@interia.pl

Enter reset code

7DES-TLYF-YDBC-G32D

1] @] <

Then, press th®esetbutton. If the entered data is correct, access to the service is restored and the
application will go to the screen where the application operating mode is to be selected.

09:35 G a0 95%0

Application mode

Select
application mode

Select the application functions you
will use most frequently.

Signing

Sign documents

Generate token code
Signature confirmation by means of an

You can change these functions in Settings at
any time.

Finish activation

1l (@] <
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Two modes are available:

9 Signdocumentsc it only allows you to sign documentsn such a case the login token will be
downloaded from another device;

1 Generate token code it only allows you to generate a tokerin such a case you will have to
place a signature using another device;

The modes can be combined in order to obtain a possibility to generate a token and sign
documents on the same device.

After selecting the appropriate modes, press finish Activatiorbutton. A screen indicating that
the application is active will besplayed.

09:35 @ a0 95%0

# SimplySign

by QIreco

Application SimplySign
is now active!

Application was activated.
Now you can sign your first

document

Sign your first document

After pressing thé&ign your first documenbutton, the application will go to the start screen.
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Z SimplySign

by QUIreco

Login as

g test.assecods@interia.pl v

Sirn tha daciimante e

Login and sign

\ Generate token ‘

1l (@] <

5.3.2. Automatic resetting with the use Q@fR Code
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In order to reset the access to the service by automatic reset, launcBithplySigrapplication.

Certum
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[ SimplySign

by OSreco

In order to use the application
you need to activate it.

Select the activation method:

Authentication data

‘ Activation code ‘

2% QR Code

il @] <
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Next, press th€@R CODRutton located at the bottom of the screen. Further options will be displayed.

09:40 @ | 96% 8

¢~ Resetaccount

If you have trouble logging in,
reset the application

@+48 91 4801 340

Consultants are available on
business days (Mon-Fri) from
07:00 to 17:00

‘ i QR Code l

1l @] <

Then, press th@R codébutton. A screen allowing to scan the QR Code will appear.

The application will ask for permission to access the internal information of the phone to register the
device in theSimplySigrsystem.

Allow SimplySign to
take pictures and record
video?

Deny Allow

Certum certumeu
infolinia@certum.pl



After allowing the access, you will be ablestmn theQR Code

B0 96%08

¢~  Reset QR code

Click the sent link and scan the code

Scan the QR code to reset the application
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After scanning th€R Codgthe applicatiorwill go to the screen where the application operating mode

is to be selected.

Certum

09:40 @ Ul 96%a

Application mode

Select
application mode

Select the application functions you

will use most frequently

Signing

s Oenerate token code
v
signature confirmation by means of an
You can change these functions in Settings a

Finish activation

il @] <
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Two modes are available:

9 Signdocumentsc it only allows you to sign documentsn such a case the login token will be
downloaded from another device;

1 Generate token code it only allows you to generate a tokerin such a case you will have to
place a signature using another device;

The modes can be combined in order to obtain a possibility to generate a token and sign
documents on the same device.

After selecting the appropriate modes, press #iaish Activatiorbutton. A screen indicating that
the application is active will be displayed.

09:40 @ | 96%a

Z SimplySign

by QSIeco

Application SimplySign
is now active!

Application was activated.
Now you can sign your first

document

Sign your first document

After pressing th&ign your first documenbutton, the application will go to the start screen.
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Z SimplySign

by QSIeco

g{ test.assecods@interia.pl v

xxxxxxxx Anriimante ae-

Login and sign

Generate token
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5.4. Appliation operating modes
5.4.1. Operation in "Sign documerits
LT RdANAyYy3a | OGAGFGA2Y 2F GKS | LILXAOFGA2Y Al Aa 3
aA3dyAy3IE Y2RST (KA& ¢gAfft OFdzaS GKFG GKS | LILX AOI

documents will be possible. In such a case, after launching the application, a screen allowing logging
into the service will be immediately displayed.

Certum
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09:44 @ o 96%0
Z SimplySign
by QIreco
Login as
LQ_& test.assecods@interia.pl v

Token

Enter valid token

Login and sign

1! @] <

5.4.2. Operation in "Generate token cdtle

If during activation of the application it is set that th@plication should work in the "Token code
generating" mode, this will cause that the application will only generate OTP Tokens and in this case,
after starting the application, the screen displaying the currently generated OTP Token will be activated

immediately.
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