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1. Legal information 
 

 

 

 

 

 

 

 

 

 

Proprietary copyrights to this documentation and the software described hereto are vested in Asseco 

Data Systems S.A. with its seat in GdaƵsk, ul. Jana z Kolna 11. The above rights are protected by the 

Act on Copyrights and Related Rights (Journal of Laws No. 24, item 83 dated February 4, 1994, as 

amended). 

The below documentation is distributed based on the granted license. 
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2. Introduction 
 

The SimplySign application for Android system allows the users to sign PDF documents based on the 

virtual card with a qualified certificate or a common certificate. The application supports electronic 

signature in PAdES format (PDF Advanced Electronic Signature ETSI TS 102 778) and uses CAdES or 

PKCS#7 standards to describe data structures containing a signature. 

 

 

 

3. Requirements 
 

The SimplySign application requires the Android system in version 5.0+, at least one registered and 

initialized virtual card, active account in the SimplySign service and qualified/common certificate(s). 

 

4. Application installation 
 

In order to install the application on devices with the Android system, you have to open Play Store, 

find the SimplySign application and then install it. 

After correct installation, the SimplySign application icon will appear on the device Desktop. 
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After correct installation, the SimplySign application icon will appear on the device Desktop. 
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5. Launching, activation of the application or resetting access to the service 

5.1. Launching the application  

 
The SimplySign application is launched using a button located on the Desktop. After launching the 

application a start screen appears. 
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5.2. Service activation 

5.2.1. Activation using (personal) authentication data 
 

Holders of a qualified certificate issued by CERTUM and contained on the SimplySign medium have the 

opportunity to benefit from a very convenient, maintenance-free activation of the application based 

on their personal data. This is the activation through the so-called authentication data. In practice, 

these are the data known to the User (personal data plus the data of their identity document). The 

following is the description of the process of performing such activation of the SimplySign application. 

 

!!!ATTENTION 

The condition for correct activation through authentication data is that the User must have at least 

one qualified certificate issued by CERTUM and contained on a virtual card in the SimplySign service. 

The certificate can even be canceled or overdue. 

 

 

In order to perform the activation using the authentication data, the SimplySign application should be 

launched. 
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The activation is started by pressing the Authentication Data button. After pressing this button, a 

screen allowing for entering the e-Ƴŀƛƭ ŀŘŘǊŜǎǎΣ ǿƘƛŎƘ ƛǎ ǘƘŜ ¦ǎŜǊΩǎ L5 ŀǇǇŜŀǊǎΦ 

 

 

 

Then, in the field E-mail address provided during registration, you must enter an email, which is the 

¦ǎŜǊΩǎ L5Φ  
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Then, press the Next button. If the ID is correct, the application will ask you to enter 3 randomly 

selected personal data of the User. 

 

 

 

Then you must enter the correct personal data. 
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After entering personal data, press the Next button. If the personal data is correct, the application will 

be activated and it will go to the start screen, where you must select the application operating mode. 

 

 

 

Two modes are available: 

¶ Sign documents ς it only allows you to sign documents ς in such a case the login token will be 

downloaded from another device; 

¶ Generate token codeς it only allows you to generate a token ς in such a case you will have to 

place a signature using another device; 

 

 

The modes can be combined in order to obtain a possibility to generate a token and sign 

documents on the same device.  

 

After selecting the appropriate modes, press the Finish Activation button. A screen indicating that 

the application is active will be displayed. 
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After pressing the Sign your first document button, the application will go to the start screen. 

 

 

 

5.2.2. Activation using the activating code 
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The application can be activated also using an activating code which is received by e-mail during the 

purchase of SimplySign ς mobile electronic signature in Certum Store. 

 

In the case of activation using the Activating Code, press the Activating Code button. After pressing 

this button, a screen allowing for activation of the application with the use of this activating code 

appears. 

 

NOTE!!! 

 

 

The e-Ƴŀƛƭ ŀŘŘǊŜǎǎ ŜƴǘŜǊŜŘ ǿƛƭƭ ōŜ ǳǎŜŘ ŀƭǎƻ ŀǎ ǘƘŜ ¦ǎŜǊΩǎ L5Φ Lǘ ƛǎ ǊŜŎƻƳƳŜƴŘŜŘ ǘƻ ǳǎŜ ŀ ǊŜŀƭ Ŝ-mail 

address to which the user has access ς it is related to the fact that the e-mail messages (e.g. resetting 

a PIN code for a virtual card) sent from the SimplySign System to the User will be sent to that address. 

 

 

 

Then fill in the fields Enter e-mail address, Enter e-mail address again and Enter activating code. 

After these data are entered, press the Activate button. The application will ask for permission to 

access the internal information of the phone to register the device in the SimplySign system. 
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After agreeing, if the data is correct, the application will be activated and it will go to the screen, where 

you must select the application operating mode. 

 

 

 

Two modes are available: 
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¶ Sign documents ς it only allows you to sign documents ς in such a case the login token will be 

downloaded from another device; 

¶ Generate token code ς it only allows you to generate a token ς in such a case you will have to 

place a signature using another device; 

 

The modes can be combined in order to obtain a possibility to generate a token and sign 

documents on the same device.  

 

After selecting the appropriate modes, press the Finish Activation button. A screen indicating that 

the application is active will be displayed. 

 

 

 

After pressing the Sign your first document button, the application will go to the start screen. 
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5.3. Resetting the access to the service 
 

Resetting the access to the service consists in contacting the Certum Help line in order to submit a 

request for service access reset. The employee of the Certum Help line performs the access resetting 

process by verification of personal details of the User requesting the reset of the access to the service. 

¢ƘŜ ¦ǎŜǊΩǎ Řŀǘŀ ŎƻƴǘŀƛƴŜŘ ƛƴ ǘƘŜƛǊ !ǇǇƭƛŎŀǘƛƻƴ ŦƻǊ ǉǳŀƭƛŦƛŜŘ ŎŜǊǘƛŦƛŎŀǘŜ ǎǳōƳƛǘǘŜŘ ƛƴ ǘƘŜ /ŜǊǘǳƳ ǎȅǎǘŜƳ 

are verified. 

 

After correct verification, the User receives a 6-digit code, the so-called secret, from the Certum 

Operator. 

 

Certum sends a one time link for resetting the service access to the e-Ƴŀƛƭ ŀŘŘǊŜǎǎΣ ǿƘƛŎƘ ƛǎ ǘƘŜ ¦ǎŜǊΩǎ 

ID in the SimplySign System ς the link is valid for 24 hours from the moment of its generation in the 

SimplySign system. 

 

The User receives the e-mail message, clicks on the activation link and is directed to Certum website, 

where they are asked to enter the 6-digit secret. 

 

Depending on the reset method, when a secret is entered and the Send button is pressed, the User 

obtains either the so-called QR Code called a photocode or the so-called 16-character resetting code.  

After receiving this data, do not close the browser but proceed to the next step of resetting the access 

to the service. 
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Both methods are described in the following sections. 

 

5.3.1. Manual reset using the 16-character resetting code 

 
 

To reset access with the 16 character reset code, start the SimplySign Application. 
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Next, press the QR CODE button located at the bottom of the screen. Further options will be displayed. 

 

 

 

Then, press the Reset code button. A screen allowing you to enter the 16-character resetting code will 

appear. 
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Fill in the Enter e-mail and Enter reset code fields. 

 

 

 

Then, press the Reset button. If the entered data is correct, access to the service is restored and the 

application will go to the screen where the application operating mode is to be selected. 
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Two modes are available: 

¶ Sign documents ς it only allows you to sign documents ς in such a case the login token will be 

downloaded from another device; 

¶ Generate token code ς it only allows you to generate a token ς in such a case you will have to 

place a signature using another device; 

 

The modes can be combined in order to obtain a possibility to generate a token and sign 

documents on the same device.  

 

After selecting the appropriate modes, press the Finish Activation button. A screen indicating that 

the application is active will be displayed. 

 

 

 

After pressing the Sign your first document button, the application will go to the start screen. 
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5.3.2. Automatic resetting with the use of QR Code 
 

In order to reset the access to the service by automatic reset, launch the SimplySign application. 
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Next, press the QR CODE button located at the bottom of the screen. Further options will be displayed. 

 

 

 

Then, press the QR code button. A screen allowing to scan the QR Code will appear.  

The application will ask for permission to access the internal information of the phone to register the 

device in the SimplySign system. 
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After allowing the access, you will be able to scan the QR Code. 

 

 

 

After scanning the QR Code, the application will go to the screen where the application operating mode 

is to be selected. 
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Two modes are available: 

¶ Sign documents ς it only allows you to sign documents ς in such a case the login token will be 

downloaded from another device; 

¶ Generate token code ς it only allows you to generate a token ς in such a case you will have to 

place a signature using another device; 

 

The modes can be combined in order to obtain a possibility to generate a token and sign 

documents on the same device.  

 

After selecting the appropriate modes, press the Finish Activation button. A screen indicating that 

the application is active will be displayed. 

 

 

 

After pressing the Sign your first document button, the application will go to the start screen. 
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5.4. Application operating modes 

5.4.1. Operation in "Sign documents" 
 

LŦ ŘǳǊƛƴƎ ŀŎǘƛǾŀǘƛƻƴ ƻŦ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ƛǘ ƛǎ ǎŜǘ ǘƘŀǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǎƘƻǳƭŘ ǿƻǊƪ ƛƴ ǘƘŜ ά5ƻŎǳƳŜƴǘ 

ǎƛƎƴƛƴƎέ ƳƻŘŜΣ ǘƘƛǎ ǿƛƭƭ ŎŀǳǎŜ ǘƘŀǘ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǿƛƭƭ ƴƻǘ ƎŜƴŜǊŀǘŜ h¢t ¢ƻƪŜƴǎ ŀƴŘ ƻƴƭȅ ǎƛƎƴƛƴƎ ƻŦ 

documents will be possible. In such a case, after launching the application, a screen allowing logging 

into the service will be immediately displayed. 
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5.4.2. Operation in "Generate token code" 
 

If during activation of the application it is set that the application should work in the "Token code 

generating" mode, this will cause that the application will only generate OTP Tokens and in this case, 

after starting the application, the screen displaying the currently generated OTP Token will be activated 

immediately. 

 

 




















































































































