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1. Introduction

proCertum CardManager software is deigned for managing profiles installed on a cryptoCertum card.

A user friendly interface makes it possible to generate PIN codes for certain certificates, delete certificates
from a card by beginners on their own.

Main advantages:

easy and intuitive handling of certificate profiles found on a cryptoCertum card;
automatic identification of PCSC readers installed in the system;

complete management of PIN codes of certificates installed on a card (PIN code amendment, new
PIN code entry);

independent deletion of a certificate from a cryptoCertum card;
importing a non-qualified certificate onto a cryptoCertum card;
registration of a certificate found on a cryptoCertum card in the user system;
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2. Hardware and software requirements

Please find minimal hardware and software requirements enabling correct operation of proCertum
CardManager application below:

= browser, Internet Explorer 5.5 (encryption power: 128-bit);
processor Pentium© 800MHz;

operating system Microsoft Windows 2000/XP/Vista;
cryptographic card reader;

cryptographic card,;

card reader drivers.
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3. Installation process

proCertum CardManager application installer can be delivered in following forms:

= as a file proCertumCardManagerSetup.exe — usually distributed by Internet sources;
= as an integral part of other applications e.g.: Suscriptor, Auctor IC, cryptoCertum.

To start installation of proCertum CardManager application click twice on installer icon.

A

proCertum
CardManager
Setup

Figure 1: Installer icon

Note!
To start installation of proCertum CardManager application, double click
proCertumCardManagerSetup.exe file icon (figure above) for one file distribution.
For more file distribution double click setup.exe icon.
After the installation starts, the language, in which the installation will be done, is to be selected.
proCertum CardManager, - InstallShield Wizard EH§|E|
Choose Setup Language ]
Select the language for the installation from the choices below. I
Palizh
Russzian
Mext » ] [ Cancel
Figure 2: Window enabling the selection of the setup language
After the language is selected click Next > the opening window of the install creator starts.
User guide — version 1.56 6
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proCertum CardManager - InstallShield Wizard

‘Welcome to the InstallShield Wizard for
proCertum CardM anager

The InstallShield ‘wizard will install praCertum
Cardkanager on your computer. To continue, click Mest.

© Certum

v GLErEeco

Back | Mests || Cancel

Figure 3: Opening window of install creator
To continue the installation process click Next >. To cancel the installation process, click Cancel.

Dialog window will be displayed, confirming and checking if the installation of proCertum CardManager
application should be cancelled.

Exit Setup

' E Are you sure you wank ko cancel the setup?
L4

[ Ves ] L Mo J

Figure 4: Dialog window — Cancellation of the setup

After clicking Yes the installation will be canceled. To return to the main window of the installer click No.

proCertum CardManager - InstallShield Wizard

Licenze Agreement

Flease read the following license agreement carefully.

proCertun CardManager software license -

01-04-2016

Preamble
REead this software license agreement carefully
hefore installing.

By downloading the proCertum CardManager software e

(@i accept the terms of the license agreement

(3| do not accept the terms of the license agreement

[ < Back " Mext » l[ Cancel ]

Figure 5: Installer window — License agreement

After you have clicked Next > read the license agreement in the installers window.

After you have read the conditions, you must click on | agree to License agreement conditions and then
click on Next >. Otherwise (after choosing an option | do not agree to License agreement conditions)
license terms and conditions will be refused and further installation will not be possible.
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The next step will be the selection of the location, where the files of proCertum CardManager application
should be installed. Defaults to: C:\Program Files\Certum\proCertum CardManager. After choosing of
final destination, click Next >.

proCertum CardManager - InstallShield Wizard

Choose Destination Location ]
Select folder where setup will install files. | h
G Install praCertum Cardtd anager to:

C:\Program Files\Certum'proCerturn Cardid anager
[ <Back [ Mest> | [ Cancel

Figure 6: Installer Window— Choose Destination Location

You can change the destination location. To do that, click Change..
Regular window of Windows explorer will be invoked.

Choose Folder, E|
Plzase select the installation folder,
Path:
_:\Program FilesiCertumipraCertum Cardianager
Directaries:
=2 Program Files A
= 7-7ip
L) AE.T. Europe B.Y
1) Adobe
1) Advanced Card Systems Ltd
1) Ahead
1) Aimersoft
-7 ALLConverter FRO b
4 >
[ ok [ nuy |

Figure 7: Dialog window — Select installation folder

To confirm the selection of proper folder, click OK. The button Cancel let you return to the window of
application Choose Destination Location, without executing any changes.

After selecting destination folder and clicking on Next > install creator is ready for the installation of
proCertum CardManager software. To get the installation process started click Install.
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proCertum CardManager - InstallShield Wizard

Ready to Install the Program
The wizard iz ready to begin installation.

Click Install to begin the installation.

IF you want to review or change aty of your installation settings, click Back. Click Cancel to exit
the wizard.

[ <Back || Instal |[ Cancel

Figure 8: Installer window — Installation status

Installer starts copying process of application files.

proCertum CardManager - InstallShield Wizard
Setup Status

The InstallShield “Wizard iz instaling proCertumn Cardt anager

Cancel

Figure 9: Installer window —Setup status
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Clicking Finish closes

installation.

InstallShield Wizard Complete

The InstallShield \+izard hag succeszsfully installed proCertum
Cardianager. Before pou can use the program, vou must
restart pour computer.

(®#res. | warl to restart my computer now

(2 Mo, | will restart rmy computer laker.

Remaove any dizks from their drives, and then click Finizh ta
complete setup.

© Certum

by CLEFSC0

Figure 10: Installer window — Installation process completed

the install creator of proCertum CardManager application and finishes its
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4. Getting proCertum CardManager application started.

To get the proCertum CardManager application started select from the Start menu
proCertum CardManager. The main window of proCertum CardManager application will be displayed
then.

&l proCertum CardManager E@El
proCertum CardManager

Smart card reader name: IDMNIKEY Cardkan 3x21 0 _ﬂ { FHeadcad !

Optians | Help | About

Figure 11: Main window of proCertum CardManager application
If there were more than one card readers installed on workstation, the user should select the proper reader

first, which will cooperate with the program. To do that, select the appropriate reader from the pull-down
list.

The button Application info enables checking the version number of the software, libraries used by
proCertum CardManager as well as license.

=} proCertum CardManager E|
2 proCertum
CardManager

Application info l Licence ]

File name: ‘Yersion

pioCettumCardianager. exe

cryptaCertumScanner. exe 2002
proCertumDiagnostic.exe 20019
aetosssl.dl 20023
aetpkss1.dll 200m
crepto3CSP.dll 20048
cryptodPECS. dI 2004
cryptaCertum3CSP.dll 20044
cryptaCertum3PECS. dll 20045
cryptalmiPKCS. di 200Mm

Copyright () 2018, Certum
vy, certum. pl

LCloze

Figure 12: Informing window of proCertum CardManager application

In order to exit proCertum CardManager application you should press button Close.
proCertum CardManager application enables managing profiles found on the chip card.

Note!
All the possible profiles, which can be found on the card, as well as all the possible options connected with
the management of these profiles were discussed in the user guide. The availability of the profiles and the

options depend on the kind of delivered card and the life cycle of the card. In practice, not all the described
options will be available for the appropriate card.

To read the content from the card, click Read card.
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& proCertum CardManager

¢ proCertum CardManager
@p g
| [t ead |

Smart card reader name: 1 MIKE

Card information ] fﬂ Secure profilei E& Commaon profile £ UniLock profilel

Card number: 0000 0000 0003 2579

Mare infa > J

Optionz Help About Cloze J

Figure 13: Window of proCertum CardManager application with visible tabs of profiles

After the card was recognized, the number of the card and all the profiles found on the card are visible as
active tabs. The button More info >> additionally displays a table with the list of the profiles and their
versions.

& proCertum CardManager

proCertum CardManager
Smart card reader name: j IR MIKE J Cloge card ]
Card infarmation ] fﬂ Secure profile 1 @ Common profile £ UniLock profile l
Card number; 0000 0000 D003 2573
Lvailable profiles:;
Fraofile name YYerzian
Secure prafile 31.0b
Common profile 3.0
UniLock prafile 310
| ¢ More info ]
Options | Help | About | LCloze J
Figure 14: The tab after clicking on More information>>

The service of the appropriate profile is connected with choosing the tab which is corresponding to the
profile. During the service, the program is using the file delivered with applications cooperating with this

profile. In case of luck of any of the files, the message informing about the name of the file required for
correct working of the application will be displayed.

User guide — version 1.56
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Problem: Following message is displayed in the main window:

proCertum CardManager

L]
@ \:Er) Mo card in smart card reader

Reason: The card was not inserted into the reader.
Solution: Insert the chip card into the reader.

Problem: The card is in the reader but we receive following message:

proCertum CardManager

@ @ Smark card reader connection error

Reason: The card was not inserted correctly into the reader.
Solution: Insert the chip card into the reader.

Note!
PIN/PUK term is being used in this Users guide. The PIN/PUK term means PIN/PUK for the card profile
mentioned at that moment.

Each profile is separate from others and is protected with individual PIN and PUK code. Blocking of the PIN
code or PUK code of one profile does not affect on the status of PIN codes and PUK codes of other
profiles. Blocking of the PUK code of one profile is non reversible but it does not affect on other profiles.

Warning!

Three successive incorrect PIN entries will block the profile irreversibly.

PIN and PUK codes for the secure profile and Common profile should have between 4 to 8 marks. The
exception is the PIN code for secure profile, which has to be composed of only digits. PIN and PUK codes
for the UniLock profile should consist of 5 to 12 marks.

Note!
It is recommended, that PIN and PUK codes should use standard ASCII codes between 32 and 127.

Standard ASCII codes between 32 and 127 are digits, capital letters and small letters of English alphabet
as well as following marks: !"#$%8&’()*+,-./:;<=>?2@[\]*_{|}~.

The usage of non-standard marks (other than mentioned above, in particular polish diacritical marks) can
affect the possibility of not verifying the entered code on the workstation under the control of other
operating system or on the workstation with installed other codepage.

User guide — version 1.56 13
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In case of entering non-standard codes, proCertum CardManager displays the message warning against
possible consequences of this action.

4.1. Options

After pressing button Options button it will be displayed Panel which allows to control program options.
Following options are available:

Common profile options:

Show ‘Remove Certificate’ button — selecting this options will cause that in the tab common Profile will
be visible Remove certificate allowing you to remove the selected certificate.

Enable PIN cache for CSP-based applications — selecting this option in CSP- based applications after
the first providing of the correct PIN cache it will be automatically stored and used in subsequent attempts
to use it without having to re-enter it by user.

Secure profile options:

Show ‘Remove Certificate’ button — selecting this options will cause that in the tab common Profile will
be visible Remove certificate allowing you to remove the selected certificate.

Enable PIN cache for CSP-based applications - selecting this option in CSP- based applications after
the first providing of the correct PIN cache it will be automatically stored and used in subsequent attempts
to use it without having to re-enter it by user.

Options for storing the PIN cache is enabled by default. Whereas the options for deleting certificates are
disabled by default. This means that the user who wants to delete the certificate will have firstly to turn on

the appropriate option.

Comman prafile optiohs

I Show Remaove Certificate’ button

[ Enable PIM cache for CSP-based applications
Secure profile options

[ Show Femove Certificate’ buthan

[ Enable PIN cache for CSP-based applications

Ok

Figure 15: Options
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5. Secure profile

If you want to manage a profile for qualified certificates select tab Secure Profile.
As a result a window informing about the chosen card profile and a certificate list located on this profile will
be displayed.

Note!
For managing Secure Profile, Authentication Module might be required.

& proCertum CardManager

proCertum CardManager

Smart card reader name: | Ik CardMan 3x21 r Cloze card |

[ [»]

UriLock profile l

FIN and PLK Change FIN |

p— PIM status: ok Reset FIN |
jre—
—

FUK, status: 0K
Ea Change PUK |

Card information E:‘ Secure profile l {8 Common profile

% Certificate list |mport certificate |

e
/C Mo cerificates

Optionz Help About Cloze

Figure 16: The tab of the Secure profile

5.1. Secure profile initialization

Note!

User usually receives card with already initialized profiles. Therefore the user does not have to initialize the
profiles.

Chip card can be also delivered with non-initialized profile. It means that the tab with the name of the profile
will appear in the main window of proCertum CardManager application. The profiles can be non-initialized
aside from the others.

When the profile is not initialized, it means that it is empty and there were no PIN or PUK codes defined for
this profile.

Non-initialized profile cannot be used (you cannot for example generate a pair of keys or save certificate).
During the initialization process the user defines PIN and PUK codes for the profile. Applications
supporting operation of cryptographic cards do not detect non-initialized profile.
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To initialize the profile, click Init profile and then define a new PUK and a new PIN code. You will be
asked to confirm the entered code each time. To accept changes click OK. After initialization of the profile it
is ready to work.

Warning!

Second initialization of the profile is impossible. It is also not possible to restore the status to the status
before the initialization.

& proCertum CardManager

proCertum CardManager

Smart card reader name: 1 MIKEY Cardkan 3x21 0 J Cloze card |

Card information 133 Secure profile l @ Common profile £ UniLock prafilel
EE
i
|

Secure praofile has been nat initialized yet

it profiic |

e

Optionz Help About Cloze

Figure 17: The tab of the Secure profile — non-initialized profile

&l proCertum CardManager
Secure profile initialization

Mew PLE, should be B to 8 characters long

Mew PUE:
Confirm PUE:

1]

Mew PIM should be B to 8 characters long

Mew PIM:
Confirm PIM:

n

Ok Cancel |

Figure 18: Dialog window —Secure profile initialization
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5.2. Generating a new PIN code for the Secure card profile
Defining a new PIN code is certainly required for the correct usage of the card.

During the first start of the proCertum CardManager application with a new card, it is required to define a
new PIN code.

To generate a new PIN code click on New PIN. The following window will appear:

&l proCertum CardManager

Reset PIN

for "Secure profile’

W

FLE:
Mew PIN should be B to 8 characters long
Mew PIN:

—
Confitm FIN: 5
|

ok Cancel |

Figure 19: Dialog window — Generating a new PIN code for the Secure profile

The user will be asked to enter the PUK code and to define a new PIN code. Furthermore the user will be
asked to confirm the entered code. To confirm the entered PIN click OK. To quit from generating new PIN
code and to save previous settings click Cancel. The proCertum CardManager application will confirm the
correctness of entered data.

proCertum CardManager @

‘E?) PIM reset operation successkull

Figure 20: Window informing about the accomplishment of the operation of generating the new PIN code.

5.3. Changing the PIN code for the Secure profile

To change the PIN code, select Change PIN. Following window should appear:

User guide — version 1.56 17
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&l proCertum CardManager

PIN change

for "Secure profile’

Old FIM:

W

Mew PIN should be B to 8 characters long

Fewm Pl

—
Confitm FIN: 5
|

ok Cancel |

Figure 21: Dialog window — Changing the PIN code for the Secure profile

You will be asked to enter the old PIN code and to enter the new one. You will be also asked to confirm the
entered code. To accept entered PIN click OK. If you want to quit and save previous settings, click Cancel.
The proCertum CardManager will confirm the correctness of executed changes.

proCertum CardManager Fs_d

\_:5_) PIN change operation successhull

Figure 22: Window informing about successful operation of changing the PIN code

5.4. Changing the PUK code for the Secure profile

To change the PUK code, click Change PUK. The following window will appear:

&l proCertum CardManager

PUK change

for 'Secure profile’

Old PUE:

W

MNew PUK should be B ta & characters long

Mew PLIE:

]7
Confirm PUE:

ok, Cancel |

Figure 23: Dialog window — Changing the PUK code for the Secure profile

You will be asked to enter the old PUK code and to enter the new one. You will be also asked to confirm
the entered code. To accept the entered PIN code click OK. If you want to quit and save previous settings,
click Cancel. The proCertum CardManager will confirm the correctness of executed changes.
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proCertum CardManager

\y PLK change operation successFull

Figure 24: Window informing about completed operation of generating new PUK code

5.5. Saving the certificates for the Secure profile

If already generated private key is found in the Secure profile, it is possible to save the certificate with the
public key fitting to the mentioned private key to this profile. To commit this action click Save certificate.
The window enabling saving certificate to Secure profile will appear.

proCertum CardManager

& Certificate import

Certificate data:

File: || Browze

Enter FIM and press 'Ok to impart certificate

FIN: e

ok | Cancel

Figure 25: Dialog window — Saving certificate to the secure profile

After selecting the file (operated formats: .cer, .der), entering correct PIN code and clicking on OK, the
certificate will be saved to the secure profile.

5.6. Removing the certificate from the Secure profile

To remove certificate, select the required certificate from the Certificates List and then click on Remove
certificate. The following window will appear:

User guide — version 1.56 19
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& proCertum CardManager @

I Certificate and private key removal
from "Secure profile’

YWarning! Certificate removal iz ineversible operation!
F.ey pair coresponding to the certificate will be removed oo

Card removal during the operation can cause ireversible data loss

Certificate data:

Owarer: Adam Mowak
|ssuer: Unizeto CERTUM-CCE-TEST
W alidity period: 2003-04-18 - 2010-04-18

Enter PIM and press "0k to remove certificate and key pair

FIN; -

Figure 26: Dialog window — Removing the certificate and the private key from the secure profile

Enter the PIN code in the PIN field and confirm removing the certificate by clickihg OK. To quit from
removing the certificate, click on Cancel. The proCertum CardManager application will confirm the
correctness of committed changes.

proCertum CardManager g]

\:52 Certificate has been removed

Figure 27: Window informing about completed operation of removing certificate

Warning!

Operation of removing certificate is irreversible! The pair of keys corresponding to the certificate will be
removed too. Second installation of certificate can be performed by Certification Authority.

5.7. Certificate registration from the Secure profile

Certificate registration is possible, when the component and cryptoCertumCSP library component was
installed on the workstation. These components are installed automatically during the standard
registration.

To register certificates, click Register certificates. The proCertum CardManager application confirms
completed operation of the registration.

proCertum CardManager,

\:E?) Certificates were successfully registered

Figure 28: Window informing about completed operation of the certificate registration.
User guide — version 1.56 20
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Note!

The above procedure registers all the certificates found on the card in the operating system Windows
system. Therefore all the certificates saved on the card can be visible for example in mail programs of the
operating system Windows.

5.8. Reviewing certificate details from the Secure profile

For detailed description of the certificate select the certificate from the Certificates list and then click on
Show certificate details. The window with the following three tabs will appear:

= General;
= Details;
= Certification path.
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proCertum CardManager

General |Detai|s Certification Path

Farin
Certificate Information

This certificate is intended for the following purpose{s):
+ 4l application policies

Issued to:  Adam Mowak,

Issued by: Unizeto CERTUM-CCK-TEST

¥alid from 2008-07-02 to 2010-07-02

Figure 29: Dialog window — Information about certificate

To become familiar with the individual data, click the proper tab.
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6. Common profile

To manage a profile for non-qualified certificates, select the Common Profile tab. As a result of this action,
the window informing about chosen card profile and certificate list available on this profile will be shown.

& proCertum CardManager g@@

proCertum CardManager

Smart card reader name: | MIk Cardhan 3u21 v Cloze card |

Eardjnfurmatinn] B\ Secure profile @ Comman profile | 2 UniLaock profilel

n FIN and PUK Change PIN |

| PIM status: OF. Rezet PIN |
—

PLIK status: oK
[re— e Change PLK |

% Certificate list |mport certificate |

11

Mo certificates

PP

\|/

Options Help About LCloze

Figure 30: Tab of the Common profile

6.1. Common profile initialization

Note!

User usually receives card with already initialized profiles. Therefore the user does not have to initialize the
profiles.

Chip card can be also delivered with non-initialized profile. It means that the tab with the name of the profile
will appear in the main window of proCertum CardManager application. The profiles can be non-initialized
aside from the others.

When the profile is non-initialized, it means that it is empty and there were no PIN or PUK codes defined for
this profile.

Non-initialized profile cannot be used (you cannot for example generate a pair of keys or save certificate).
During the initialization process the user defines PIN and PUK codes for the profile. Applications
supporting operation of cryptographic cards do not detect non-initialized profile.

To initialize the profile, click Initialize profile and then define a new PUK and a new PIN code. You will be
asked each time to confirm the entered code. To accept changes click OK. After initialization of the profile it
is ready to work.

Warning!
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Second initialization of the
before the initialization.

& proCertum CardManager

profile is impossible. It is not also possible to restore the status to the status

B8[(=][E3

proCertum CardManager
Smart card reader name: j I MIKE __vJ Cloze card ]
Card information ] E} Secure profile @ Comman profile | 2 UniLack prafile l
'
]
T
Commaon profile has been nat initialized yet
i e |
Options Help About LCloze

Figure 31: Tab of Common profile — non-initialized profile

&l proCertum CardManager

Common profile initialization

Mew PUE requires 4 to 8 characters

Few PLIE:

1]

Confirm PLE:
Mew PIM requires 4 to 8 characters

Few PIM:
Confirm PIM:

Ok

-

Eancel |

Figure 32: Dialog window —Common profile initialization
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6.2. Generating a new PIN code for the Common profile

To generate a new PIN code, click on New PIN. The following window will appear:

&l proCertum CardManager

Reset PIN

for "Common profile’

W

PLE:
Mew PIM requires 4 ta B characters
e PIM:

-
Confirm PIN: I ]
|

ok, Cancel |

Figure 33: Dialog window — Generating a new PIN code for the Common profile

The user will be asked to enter the PUK code and to define a new PIN code. Furthermore the user will be
asked to confirm the entered code. To confirm the entered PIN click OK. To quit from generating new PIN
code and to save previous settings click Cancel. The proCertum CardManager application will confirm the
correctness of entered data.

proCertum CardManager f5__<]

\:!?) PIN reset operation successfull

Figure 34: Window informing about successful operation of generating the new PIN code

6.3. Changing the PIN code for the Common profile

To change the PIN code, click Change PIN. The following window will appear:

& proCertum CardManager

PIN change

for "Common profile’

W

0ld FIM:
Mew PIN reguires 4 ta 8 characters
Mewa FIN:

-
Confirm PIN: [F 1
|

Ok Cancel \

Figure 35: Dialog window — Changing the PIN code for the Common profile
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You will be asked to enter the old PIN code and to enter the new one. You will be also asked to confirm the
entered code. To accept the entered PIN click OK. If you want to quit, click Cancel. The proCertum
CardManager will confirm the correctness of executed changes.

proCertum CardManager m

\:5‘_) PIN change operation successFull

Figure 36: Window informing about successful operation of generating the new PIN code

6.4. Changing the PUK code for the Common profile

To change the PUK code, click Change PUK. The following window will appear:

&l proCertum CardManager

PUK change

for '"Common profile’

W

Old PUIK:
Mew PUE requires 4 to 8 characters
Mew PLE:

]7
Canfirm PLE:

ok Cancel |

Figure 37: Dialog window— Changing the PUK code for the Common profile

You will be asked to enter the old PUK code and to enter the new one. You will be also asked to confirm
the entered code. To accept the entered PIN code, click OK. If you want to quit and save previous settings,
click Cancel. The proCertum CardManager will confirm the correctness of executed changes.

proCertum CardManager

\y PLK change operation successFull

Figure 38: Window informing about successful operation of generating the new PUK code
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6.5. Removing the certificate from the Common profile

To remove certificate, select the required certificate from the Certificate List and then click Remove
certificate. The following window will appear

=i proCertum CardManager g|

Ii Certificate and private key removal
from ‘Commnon profile’

“Warning! Certificate removal iz imeversible operation!
K.y pair conesponding to the certificate will be remaved too

Card removal during the operation can cause imeversible data loss

Certificate data:

Owrer: Adam Mowak
|ssuer: Certurn Level |
W alidity period: 2008-05-07 - 2008-03-05

Enter PIM and press 'Ok to remove certificate and key pair

FIN: -

Ok ‘ LCancel

Figure 39: Dialog window — Certificate and private key removal from the Common profile

Enter the PIN code in the PIN field and confirm removing the certificate by clicking OK. To quit from
removing the certificate, click Cancel. The proCertum CardManager application will confirm the
correctness of committed changes.

proCertum CardManager @]

y Certificate has been removed

Figure 40: Window informing about completed operation of removing certificate
Warning!

Operation of removing the certificate is irreversible! The pair of keys corresponding to the certificate will be
removed too. Second installation of certificate can be performed by Certification Authority.

6.6. Certificate registration from the Common profile

The certificate registration is possible, when the library crypto3CSP component was installed on the
workstation. Components are installed automatically during the standard installation. Additionally, the
installation of Common Electronic Signature might be required (if it was attached to installation CD).

The certificate registration can be performed by selecting the function Register certificates. The
proCertum CardManager will confirm the registration.
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proCertum CardManager

\y ertificates were successfully registered

Figure 41: Window informing about completed operation of the certificate registration

Note!
The above procedure registers all the certificates located on the card in the operating system Windows.
Therefore all the certificates saved on the card can be visible for example in mail programs of the operating

system Windows.

6.7. Certificate details from the Common profile

For detailed description of the certificate select the certificate from the Certificate list and then click Show
certificate details. The window with the following three tabs will appear:

=  General;
= Details;
= Certification path.

proCertum CardManager

General | Details | Certification Path

@,
Certificate Information

This certificate is intended for the following purpose(s):
+all application palicies

* Refer to the certification autharity's skatement For details,

Issued to:  Adam Mowak

Issued by: Certum Level 1

¥alid from 2005-05-07 to 2008-08-05

Enstall Certificate...§| [ Issuer Statement ]

Figure 42: Dialog window — Information about certificate

To become familiar with the individual data, click on the proper tab.
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6.8. Import of the certificate to the Common profile

To import the certificate, click Import certificate. The following window should appear:

&l proCertum CardManager

2"

Certificate import
to ‘Common profile’

Certificate data:

File: ]

Browse

FIN: T

ok

Enter PIM and press "0k to import certificate

|

Cancel

Figure 43: Dialog window — Details of the certificates imported to the Common Profile

You should enter here the localization of certificate in the file with the extension .pfx or .p12.

Choose certificate file

Szukaj e | = cent

certl
rk1
certyﬁk,at

toje biezace
daokumnenty

Moje dokumenty

] kaomputer

Hazwa pliku;

Moie migjsca  Eliki wpu:
SIECiDWE

jcert'l

| Certificate [* pl12.” pfs.” crt,” cer,” der)

[ Otwérz ko do odczytu

#
3

Dhwdrz |
Lirlu

Figure 44: Dialog window — Selection of the file with the certificate
Furthermore the user should enter password protecting the private key and the PIN code. To accept the

operation, click OK.

In order to quite from the procedure of import the certificate, click Cancel. The imported certificate will be

available at Certificate list.
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Note!
The required length of the key for the imported certificate depends on the kind of the card and can consist
of bites between 768 and 1024 or between 768 and 2048.
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7. CryptoCertum Scanner

To get the CryptoCertum CardManager applications started please select from the Start menu
CryptoCertum Scanner. It will be displayed in tray.

L& L %, M@ e 1504
g :

Figure 45: CryptoCertum Scanner in tray

To configure CryptoCertum CardManager click icon using right mouse button. 4 options will be displayed
then:

¢ Run proCertum CardManager — selecting this option will cause installing of program proCertum
CardManager.

e Register Common profile certificate— selecting this option will cause automatic certificate’s
registration from Common profile after inserting a card. Certificate will be installed in the Windows
certificate storage.

o Register Secure profile certificate — selecting this option will cause automatic certificate’s
registration from Secure profile after inserting a card. Certificate will be installed in the Windows
certificate storage.

e Check expiration date of nonqualified certificates — selecting this option will cause proof of
expiration data of nonqualified certificates.

e Check expiration date of qualified certificates — selecting this option will cause proof of
expiration data of qualified certificates.

e Autorun after logon - selecting this option will cause application start after second system login or
second profile login.

¢ Close — this option closes application.

Fun proCerkum CardiManager

v Register common profile certificates
v Reqgister secure profile certificates

Check expiration date of nongualified certificates
v Check expiration date of qualified certificates

v Autorun afker lagon

Close

| e | [« DEEY 10

Figure 46: CryptoCertum Scanner — options
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8. Information about actualization

In proCentrum CardManager application there is a mechanism that informs about new version of
application. This mechanism starts when the application is opened. When the new version is available the
following information will be shown:

proCertum CardManager X

i J Mew version of praCertum CardManager is available,

Do You wank ko check application www page?

Figure 47: Window informing about new version of application

After clicking Yes the window with www.page will be opened. The new version of application will be
available for downloading from the www.page. To make the mechanism work, the computer must be
connected to the Internet.

(2 Producent i integrator bezpiecznych systemow teleinformatycznych - www. unizeto.pl: proCertum C - Windows Internet Explorer

[y P 5 4 i = "
- 1@ hittp:f s, unizeto, pljunizeto/uni, oferta_cardmanager. xml V‘_"? A ‘ Search I_F’ 5
Pl Edycja  widok  Ulubione  Marzedzia  Pomoc
[ T i o = . ¥
he |@Producent||ntegrator bezpiecznych systemdw teleinf. .. | | 13-?1 - B ey (5o Strona v [OF Narzedzia +
=
Infolinia 0801 540 340
PCMVEZECHNE
CENTRUIM CERTYFIKADSI
= e-podpist Urzad Cerbyfikaci
¥ Centrum Danych
e proCertum CardManager
i Oprogramowanie przeznaczene jest do zarzadzania profilami certyfikatéw zainstalowanych na karcie cryptoCertum.
Przyjazny interfejs pozwala nawet poczatkujacym uzytkownikom generowad kody PIN dia poszczegdlnych certyfikatow,
umozliwia rowniez samodzielne usuwanie certyfikatdw z karty,
Zalety
e fatwa i intuicyina obsluga profili certyfikatéw znajdujgcych sie na karcie cryptoCertum,
®» samoczynne wykrywanie zainstalowanych w temie czy w kart PCSC,
& pelne zarzadzanie kodami PIN certyfikatdw zainstalowanych na karcie (zmiana kodu PIN, nadanie nowego kodu PIN],
& mozliwosd samodzielnego usuwania certyfikatu z karty cryptoCerturm,
& mozliwess importowania certyfikatu niekwalifilcowanego na karte crypteCertum,
» mozliwosd zarejestrowania umieszczonega na karcie cryptoCertum certyfikatu w systemie uzvtikownika.
CardMansger Pliki do pobrania
¥ UniLock Cla celéw niskomercyinych aplikacia dostepna jest bezplatnie, bez pobierania opfat licencyjnych.
: Sewolelia I # pobierz: proCertum CardManager X.K.HH
2 d & pobierz: instrukcia uivtkownika (PDF)
¥ Uslugi 1 Produkty IT
M Cennik
Poprzednie wersje oprogramowania
Poprzednia wersja: proCertum CardManager XX ¥ ¥
Wymagania techniczne: Ll
Gotowe [# € Internet H100% ~

Figure 48: www page with new version of proCertum CardManager

User guide — version 1.56 32


http://www.page/
http://www.page/

proCertum CardManager © Asseco Data Systems S.A.

9. Table of figures

Figure 1:
Figure 2:
Figure 3:
Figure 4:
Figure 5:
Figure 6:
Figure 7:
Figure 8:
Figure 9:

Figure 10:
Figure 11:
Figure 12:
Figure 13:
Figure 14:
Figure 15:
Figure 16:
Figure 17:
Figure 18:
Figure 19:

INSTANIEr ICOMN ...ttt b e e e nr e nareennee e 6
Window enabling the selection of the setup language...............cccccoiiiiii e, 6
Opening window of install creator ...................ccoo o 7
Dialog window — Cancellation of the setup................cooci i 7
Installer window — License agreement ................oooiiiiiiiiiiiiii e 7
Installer Window— Choose Destination Location ...................cocooiiiiniiiii e 8
Dialog window — Select installation folder ....................ooo e 8
Installer window — Installation Status ... 9
Installer Window —Setup Status ..o 9
Installer window — Installation process completed................occoiiiiini 10
Main window of proCertum CardManager application ................cccccoiriiiiiiiii e 11
Informing window of proCertum CardManager application....................cccoooiiiiiiiiiniine 11
Window of proCertum CardManager application with visible tabs of profiles ................... 12
The tab after clicking on More information>>...............c.coco e, 12
L0 7] {0 o = SRS 14
The tab of the Secure Profile .............ooo e 15
The tab of the Secure profile — non-initialized profile................cccooooii 16
Dialog window —Secure profile initialization......................cccooiii i, 16
Dialog window — Generating a new PIN code for the Secure profile .................c.ccccocceeie. 17

Figure 20: Window informing about the accomplishment of the operation of generating the new PIN
Lo To [ TR PR PRP 17
Figure 21: Dialog window — Changing the PIN code for the Secure profile.................c.cccoiiiiiiiiis 18
Figure 22: Window informing about successful operation of changing the PIN code......................... 18
Figure 23: Dialog window — Changing the PUK code for the Secure profile...............c.ccccoiiiiiiiiiis 18
Figure 24: Window informing about completed operation of generating new PUK code.................... 19
Figure 25: Dialog window — Saving certificate to the secure profile................ccocci i 19
Figure 26: Dialog window — Removing the certificate and the private key from the secure profile ...20
Figure 27: Window informing about completed operation of removing certificate.............................. 20
Figure 28: Window informing about completed operation of the certificate registration................... 20
Figure 29: Dialog window — Information about certificate...................ccccc 22
Figure 30: Tab of the Common Profile........... ..o 23
Figure 31: Tab of Common profile — non-initialized profile...............coccco i 24
Figure 32: Dialog window —Common profile initialization .........................co e 24
Figure 33: Dialog window — Generating a new PIN code for the Common profile................................ 25
Figure 34: Window informing about successful operation of generating the new PIN code .............. 25
Figure 35: Dialog window — Changing the PIN code for the Common profile.....................ccccocci. 25
Figure 36: Window informing about successful operation of generating the new PIN code .............. 26
Figure 37: Dialog window— Changing the PUK code for the Common profile ....................ccccoeoii. 26
Figure 38: Window informing about successful operation of generating the new PUK code............. 26
Figure 39: Dialog window — Certificate and private key removal from the Common profile ............... 27
Figure 40: Window informing about completed operation of removing certificate ............................. 27
Figure 41: Window informing about completed operation of the certificate registration.................... 28
Figure 42: Dialog window — Information about certificate.....................ccco 28
Figure 43: Dialog window — Details of the certificates imported to the Common Profile .................... 29
Figure 44: Dialog window — Selection of the file with the certificate.........................cccoo 29

User guide — version 1.56 33



proCertum CardManager © Asseco Data Systems S.A.

Figure 45: CryptoCertum Scanner iN tray............ccccooiiiiiiii e 31
Figure 46: CryptoCertum Scanner — OPtiONS ..........coooiiiiiiiiiii e 31
Figure 47: Window informing about new version of application .....................ccooos 32

Figure 48: www page with new version of proCertum CardManager

User guide — version 1.56 34



	4.1. Options
	5.1. Secure profile initialization
	5.2. Generating a new PIN code for the Secure card profile  
	5.3. Changing the PIN code for the Secure profile 
	5.4. Changing the PUK code for the Secure profile 
	5.5. Saving the certificates for the Secure profile
	5.6. Removing the certificate from the Secure profile 
	5.7. Certificate registration from the Secure profile
	5.8. Reviewing certificate details from the Secure profile 
	6.1. Common profile initialization
	6.2. Generating a new PIN code for the Common profile  
	6.3. Changing the PIN code for the Common profile 
	6.4. Changing the PUK code for the Common profile 
	6.5. Removing the certificate from the Common profile 
	6.6. Certificate registration from the Common profile 
	6.7. Certificate details from the Common profile 
	6.8. Import of the certificate to the Common profile
	7. CryptoCertum Scanner
	8. Information about actualization

