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1. Product description

An SSL certificate (TLS) is a security protocol certifying the authenticity of a domain and its owner. It encrypts
and secures traffic on websites, including the transmission of confidential data that customers enter on your site.
Thanks to an SSL certificate all personal data, logins and passwords, credit card numbers and other data of your
customers will be secured.

2. Product activation

The guide is prepared using the example of Google Chrome browser and concerns the process of activating the
Certum Premium EV SSL certificate.

After placing an order in the Certum shop, activation will be available in the Certificate Activation tab (see section
2.2).

2.1. Adding the activation code

If you want to activate the product from an electronic code received e.g. on your e-mail address - before you
begin the activation, add the code in the Electronic Codes tab. To do so, log in to your account on
https://sklep.certum.pl

@ Certum store & Hop o wycan -

by Oreco

a,
[

In case you do not have an account, click on the Create an Account button to create one. If you already have an
account, select Log in.

Customer Login

Registered Customers

‘ Forgot Your Password? ‘

New Customers

Creating an account has many benefits: check out faster, keep more than one address, track orders and more.

certum.eu
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After logging in, click on the customer panel - Your Account.

G Certum Store @ Help 8 Aleksandra .. v ‘%-._ My Cart ~ favall

by Oreca

Q
O My Account

QUALIFIED SERVICES ~  DATA SECURITY - CRYPTOCERTUM -~  DEDICATED SOLUTIONS ~ G sonou

To add a code select the Electronic Codes tab. Enter the code in the Electronic code field and click Add button.
Note! Remember that the activation code consists of 16 characters. After entering or copying the code make
sure that the number of characters is correct.

My Account

My Account EleCtI‘OniC COdeS

My Orders
New activation code from activation card

My Downloadable Products

e fook “

Account Information

Electronic codes Your Codes

Newsletter Subscriptions
Account balance Purchased in the store Entered manually
Cards saved in Dotpay
My Archive Orders All codes ~
Activate Certificates
No eligible codes found.
Manage Certificates

Tools ~

Domain verification

If you enter the code correctly, the product will appear on the list in the Your codes/Entered manually section.
After processing the code, go to the Activate Certificates tab (see next point 2.2).

2.2. Start of certificate activation

After placing an order or adding a code to your account, start activation in the Certificate Activation tab.

Electronic codss Activate Certificates
Activate Certificates
_ SEWiCE name hd
Certificates’ management Activation state w
Orders history Order Mumbser
Payment state L

Address details
Search
Tools [ search |

In aecordance with Article 13 sec. 1 and 2 of the General Data Protection Regulation {GDPR) of 27 Apnl 2015 (hersinafter refemed
1o a5 the "Regulation”) | hereby inform that:

1. The Administrator of your personal data is Asseco Diata Systems S.A. seated in Gdynia, ul. Fodolska 21, 81-321 Gdynia:

2. The Data Protection Officer of Aszeco Data Systems 5.A can be reached at the email address: 100@assecods.pl, or phone

Mewsletter

Domain verification

a nurnber +48 42 875 63 &0.
jectmcal=uppoct 3. Your personal dsta will be processed for the purpose necessary for the performance of the non-guslfied canificate agreement
pursuant to Article 8 sec. 1 ketter b of the Regulation.
Knowledge 4. Your personal data will be stored for a period of: 7 years from the date of revocation or expiration of the last cedificste issued -

certum.eu
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Find the correct certificate in the list and click Activate.

Service name Order date™ COrder Number Payment state

Inactive certificate

Premiurn EV 55L, 1 year Szptember 1, 2020 Payment booked -

Important! You can select between two methods of certificate activation. We recommend using the CSR
method, which will provide you with a certificate file (public part) and a private key. For this method, a CSR
request must first be generated:
e either by the server administrator
or
e viathe CSR generator, available in the Certum shop user account.

If you need the pfx/p12 file, you can choose the method of key pair generation.

2.2.1. Activation method — key pair generation

If you want to perform the activation using the key pair generation method, click on the Next button.

Activation &

S Wanre A Dada & Corthnmadbor

2 Method Choloe & 7T SRl Bk

Service name  Premium EV 55L, 1 year
szuz

Select delivery method of (] ey pair generstion &
key pair for certificate ) copéd

Addifional mio about CSR can be found in Help seciion or can be chilsined from infaline consu lanis.

et v
—

In order to generate the keys, download and run the Certum CryptoAgent app (to run the app you need a Java
environment installed on your computer https://www.java.com/pl/).

certum.eu
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Activation &

1 0rders 2 Method Choios 1 Dralsy i T

“ 3Ky B

Senice name Premium EV 55L, 1 year
zzus
In order to activate certificate download and run Certum CryptoAgent application

Run CryptoAgent

& Certum Cryptofgent application require the latest version of the JVM (Java Virtual Machine)
Enviromment.

MOTE: Certum Cryptodgent should be on during the certificate installation process on the card

C revns |

A warning communicate will appear in the bottom bar of your browser, where you can click Save to download
the Certum app.

When the Certum CryptoAgent window appears, run the app by clicking Run.

Do you want to run this application?

Name: Certum CryptoAgent

Publisher: Asseco Data Systems

([N

— Locations: https: //cservices. certum.pl
Launched from downloaded JMLP file

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher above.,

[[] Do not show this again for this app from the publisher above

E Mare Information .

After a short while, the app will run in the background and during the activation process there will be a possibility
to save the keys in the Certum app. The default settings, i.e. RSA key algorithm (change to EC possible) and 2048
key length are correct for SSL certificate operation.

Cancel

certum.eu
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Activation &

1.0rders  2.Method Choicos 4 0ata  §.Confimnation

3 Kays &

Service name  Premiom EV 551, 1 year
zzue

Keys safety lavel = ® Save your keys on the Certumn Cryplo Agent.
() Certun Smart Card

Hey algorithm RSA b
Hey size 2045

<

Generate keys

After clicking on the Generate Keys button, a message will appear that the certificate keys have been generated.
Clicking the Next button will take you to the next activation step (see chapter 3 - Filling in the form during
activation).

Activation &

1.0rdmrs  2.Method Choios 4 Data  5.Confirmation

3.Kays &

Service name  Premium EV 551, 1 year
ssUE

Keys safety level *  Cerificate keys have been generated

=

2.2.2. Activation method - CSR request

If you want to issue a certificate using the CSR method, use any CSR generator that meets your needs or the
Open SSL tool recommended by Certum. Read more: https://www.support.certum.eu/en/what-is-csr/.

3. Filling in the form during activation

In this stage, fill in the form with the applicant's details and the certificate data. In case of using the CSR method,
the data entered in the request will automatically be entered as certificate data. Fields with an asterisk (*) are
mandatory.

certum.eu
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Note! If you want the certificate to secure two variants of the domain (twojadomena.pl and
www.twojadomena.pl) enter the name of the website alone in the Domain 1 field and tick the checkbox add the
www variant on the right.

Applicant data:
Name
Surname
Specified end of certificate validity -
Phone this date will be entered as the valid
to date when issuing the certificate If you want to keep the
Email Sefting this field will shorten the maximum validity period of

Certificate Data: @

validity period. but guarantee its
expiry on the indicated date. To use

the certificate, leave this field
blank.

the maximum validity peried. the field
should be lefi blank.

Hash function =~ RSA-SHA256

Shortened validity period @

9

DNS Domain 1* certum.pl ([ add variant with www °

Applicant data:

Enter a domain name for which a

Name certificate is to be issued _ If you
enter a domain name with the wwaw
Surname )
prefix, eg www.certum pl - issued
Phone certificate will secure both the domain

certum._pl and www.certum_pl. In the
Email case of Wildcard SSL certificate,
issued for a group of sub-domains
under the main domain such as
* certum. pl, it will secure both
cerfum.pl and www.certum.pl
domains, as well as subdomains

L] within the certum.pl domain.

Certificate Data:' &

Hash function RSA-SHA256

Shortened validity period

DNS Domain 1* certum.pl (] add variant with www ©

Note: As of October 2021, the FILE verification method is only available for certificates containing only one
domain in the order. This method is not available for Wildcard certificates and for single domain certificates with
the "www" checkbox checked. If you checked the checkbox next to the "Add www variant" box, the email or
DNS method will be available.

Read more: https://www.support.certum.eu/en/technical-news/domain-verification-changes/

After completing the last step (Confirmation), verify whether the data entered is correct and select the
verification method for the person/organization applying for the certificate. There are two possible methods:

e Verification based on documents

o Telephone verification

Finally, select the required consents and statements regarding the terms of use and click Activate.

certum.eu
infolinia@certum.pl


https://www.support.certum.eu/en/technical-news/domain-verification-changes/

Page |9

Certificate Structure: &

Subject CM=cerfum.pl, C=#fsseco Data Systemns 5.A,
Ol=Certumn, L=Gdynia, C=PL,
serialMurmber=0000421310, BC=Business entity,
JolSoCH=PL

Subject Alt. Name dMSMName=cartun.pl, dMSMName=wws.certum. p

ierification method * @ verification using subscriber documents

() verification via phone
numkbser

The contact phone number used for the phone verification of the certified organization has to match

2 the number found in qualified sources of information such as public business and organization

registers. In the event of a phone number mismatch, the verification will be carried out using
documents.

Terms af Use

BEFORE SEMDING TO CERTUM A REQUEST TO ISSUE CERTIFICATE, OR ACCEPTIMNG CERTIFICATE OR THE i
FIRST USE OF IT, PLEASE READ THE TEXT OF THESE . TERMS OF USE FOR NOMN-QUALIFIED CERTIFICATES”
REFFERED TOAS ,TERMS OF USE". IF YOU DO MOT ACCEPT THESE TERMS OF USE, DO NOT SEMD THE

REQUEST TO ISSUE CERTIFICATE, DO NOT ACCEPT IT AMD DO MOT USE IT.

THESE TERMS OF USE BECOMES EFFECTIVE FROM THE MOMENT OF SUBMITTING THE CERTIFICATE REQUEST
TO JCERTUM - Certification Authosty” (HEREINAFTER .CERTUN) AMD ARE VALID UNTIL THE EMD OF CERTIFICATE
VALIDITY PERICD OR UNTIL THE CERTIFICATE REVOCATION. SEMDING THE CERTIFICATE REQUEST MEAMS

THAT YU WaNT CERTUM TO REVIEW THE APPLICATION AMD ISSUE THE CERTIFICATE, AND MEAMS THATYOU v

| agree to Terms of Use *

| declare and confirm that | am aware of the fact that the cerificate may expose my personal data to the exdent it has been

ndicated for inclusion in the certificate. | also confirm that all activities carried out wsing this certificate may, at my

discretion, be available without restriction, in particular with regard o location. The use of the cerificate is not affected by

Aszeco Data Systems A provider of security services.
| confirm that | am of age *
| hereby confirm the accuracy of my personal data included in the application for the cerificate. =

“Regquired

4. Verification of access to the domain

In order for Certum to issue the SSL certificate, the user should prove that they have access to the domain to be
secured. The verification of the access to the domain should be performed in ONE of THREE ways:

verification of the e-mail address by confirming the verification link, which will be sent by Certum to the
administrator's address (e.g.: admin@twojadomena.pl, administrator@twojadomena.pl,

webmaster@twojadomena.pl, postmaster@twojadomena.pl, hostmaster@twojadomena.pl),

verification of the access to the domain by placing on the server a file with a name that the user receives
from Certum,

verification of the access to the domain by creating an appropriate TXT record in the DNS with a name
that the user receives from Certum

certum.eu
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You can select the method of verification of access to the domain in the Certificate Activation tab. Select the
certificate you are interested in from the list and click on the Verify Domain button.

Note! The option to verify the access to the domain will be possible only after the activation of the product. The
verification code is valid for 72 hours from the moment of sending, in case the link is no longer valid you can send

the code again in the same way as the first code.

Electronic codes

Certificates’ management

Orrders history

Address details

Tools

Mewsletter

Domain verification

Technical support

Knowledge

About Certum

Activate Certificates

Service name b
Activation state L
Order Numbsr

Payment stata -

In szcordance with Articke 13 s=c. 1 and 2 of the General Dats Protection Regulation (GOPR) of 27 April 2015 {hersinafier refemed
to a5 the "Regulatien”) | hereby inform that:
1. The Administrator of your personal data is Asseco Data Systems 5A. seated in Godynia, ul. Podolska 21, 81-321 Gdynis;
2. The Data Protection Officer of Asseco Data Systems 5.4 can be reached at the email address: |0Di@assecods pl, or phone
number +48 42 75 63 50.
3. Your personal data will be processed for the purpose necessary for the performance of the non-gualfied certificate agreement
pursuant to Article § sec. 1 letter b of the Regulstion.
4. our personsl dsta will be stored for 3 period of: 7 years from the date of revocation or exgpiration of the |ast cenificate ssued

FY

Service name Order date™ Order Number Payment state

) Awyaiting

Psyment booked subrmission

Premium EV 55L, 1 year September 1, 2020
e L")

|szue -
Verify domain

In the next step you will see a list of domains to verify. Click on the domain name you want to verify.

Domain Verified End of ¥alidity

certum.pl # Mot varfind

Hota: Archived veriflcations are NOT avallable on this page.

When you click on the domain, the verification methods to choose from will appear.

4.1. Verification of the administrator's email address

certum.eu

infolinia@certum.pl
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Using this method, select one from the list of available addresses and send a verification link there. After selecting
the address to which we have access, click the Send button. In the email you receive there will be a verification
link which you can click on to verify the access to the domain.

Domain Verified End of Validity
certum.pl ot varifind
Emazil address e V m

. administraton@certum.pl .
DN 5 Dromain hostmaster@eartum. pl Emzil address * m
webmasten@eartum.pl
postmaster@oeertum. pl

Mota: Archived verifications are HOT avallable on this page.
4.2. Verification of the access to the domain by placing a file on the server

The method consists in placing a special web page on a server supporting the certified domain, and then
confirming the change by clicking the link in the message sent to the given email address.

In the Domain section, select verification by placing a file on the server (FILE), enter any email address to which
instructions will be sent along with the file.

Email address send the manual with the file
LJa Lt File upload verification w EralEi i
choose a method dominik lowczynowski@assecods. p

Mota: Archived verifications are HOT avallable on this page.

Place the file (received by email) on your website in the area /.well-known/pki-validation/

After performing the above action, in order to verify the correct placement of the file, click on the verification
link from the e-mail - Verify the domain.

4.3. Verification of the access to the domain by creating an appropriate TXT record in the
DNS

certum.eu
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The method consists in placing an appropriate entry in the TXT record in the DNS for the certified domain, and
then confirming the change by clicking the link in the email sent.

admin@certum. pl W

OM5 Domain Email address * E m

Email address m send the manual

TXT DM5 record verification
choose a method dominik.lowczynowshkii@assecods. p

Mota: Archived verifications are HOT avallable on this page.

The received email will contain an instruction for placing the relevant entry in the TXT record in the DNS for the
certified domain and confirming the change by clicking the link given in the email.
Please note that it can take up to 24 hours to refresh/update the DNS entries.

5. Verification of the subscriber's identity

In order to activate the Certum Premium EV SSL certificate, it is necessary to additionally verify the identity of
the Subscriber. In the last stage of activation, the user selects one of two verification methods.

5.1. Verification based on documents

List of required documents to be sent:
e confirmation of identity at the Registration Point or at the Identity Confirmation Point (details:
https://certum.store/certum-reseller-points-map ) or

e notarial confirmation of identity
or for a quicker issuance
e a copy of the identity document of the ordering person (ID card, passport, driving license, permanent
residence card). The copy should be a fully reproduced document (both sides),
The identity can also be confirmed on the basis of a valid qualified certificate issued for the Subscriber by Certum.
We would like to inform you that if you choose the identity document copy option, this copy will be used only
for the purpose of processing the contract/order and after confirmation of your identity will not be further
processed and will be immediately, permanently deleted from our database.

In addition, Certum requires the following to be sent:

e a paid domain bill or a statement of the domain owner about the subscriber's exclusive right to use
the domain name - only if the domain is not registered in the WHOIS database or information in the
database indicates that the subscriber is not the owner of the domain.

e An employment certificate or authorization/power of attorney confirming the applicant's relationship
with the represented entity (if the person applying for the certificate is not authorized to represent the
institution on their own, e.g. on the basis of an excerpt from the National Court Register)

Please send all the documents collected to Certum in one of the following ways:
e by e-mail as a password-protected file to the address: ccp@certum.pl (recommended form),

certum.eu
infolinia@certum.pl
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In order to determine how to transfer your password, please contact the Certum technical support line
e by faxto: +48 914257 422
e by postto:
Certum
ul. Bajeczna 13
71-838 Szczecin

5.2. Verification with AriadNEXT

The entire process is performed using a computer or other device with access to a camera, from a maintenance-
free interface. During scanning, the document Data are automatically extracted and analyzed as well as
compared to the Owner’s face. The process is based on comparison of a facial image with a photo extracted from
an identity document. The biometric solution ensures that the User is present during the identity confirmation.
The entire process is live, in real time, and does not require sending documents, they are only scanned during
the process to extract the data needed for verification and

How to start the automatic identity verification?

e User receives a unique link to the indicated email address
e  After clicking on the link, the User is taken to the Certum screen on which the Automatic Verification
process can be started. The User will then receive a link that initiates verification.

e Depending on the device on which the verification is performed, the process is different.

5.2.1.Verification using a computer

Step 1 — Document verification

After clicking the link to initiate verification, you will be prompted to turn on your camera, so your identity can
be verified. Click “Continue” and proceed to the next step.

Continue

You will then be asked to upload a photo of your identification document. The photo provided should be
taken according to the guidelines provided during the process.

certum.eu
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How to take & good picture of a document.

Identity @
document ’
Start by capturing the MRZ
side.
Please upload your Identity document. v

—

Use a neutral background

v

Iy

Stabilize the camera,

=5 =

Fit the document in the frame
so that the text is readable.

| understand

v

=
o=

Avoid glare on the document.

x

=)

Don't hold the document in
your hand.

Once the data are submitted, the system will process it for approximately 12 seconds to extract the data

from the document. After this process, the document image will be deleted.

Step 2 — Facial comparison

During this step you will be asked to move your face in front of the camera. This biometric solution will

ensure that the User is present during the identity confirmation and is the holder of the document.

Liveness

2

Verification of your identity.

we will now as to perform actions in front of the camera

Continue

certum.eu

infolinia@certum.pl



Page |15

Performing this step requires you to point your face toward the center of the camera and then move your head
toward the right side, looking at the camera the entire time.

. x
4>

Center your face

Turn your head slowly

ADVICES

After completing this step, a screen indicating that the verification was successful will be displayed. Your
certificate will be issued shortly.

All documents
have been
uploaded

- |

Thank you!

5.2.2.Mobile phone verification

The verification process is similar, but in step one, the user does not provide a pre-made photo but takes one
live during the process.

Note: In the case of an order placed by a traditional transfer, it is also necessary to register the payment in order
to issue the certificate.

6. Certificate downloading

After correct verification, wait for the certificate to be issued.
Important! In the case of an order placed by a traditional transfer, it is also necessary to register the payment in
order to issue the certificate.

To download the certificate file, log in to https://certum.store/. Issued certificates can be found in the

Certificates Management tab.

certum.eu
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Blectionicicodes Certificates’ management

Activate Certificates Certificate profile w Status (O Citain Valid
O walid
Certificates’ managemeant L
_ Commen name O et v
Orders history Email N o Feeed

Address details Serial numbsr

validity starts after: [
Tools

Validity ends before [

In accordance with Artizle 13 s=c. 1 and 2 of the General Diata Protection Regulation (GDFR) of 27 Aprl 2018 [hersinafter refemad

Newsletter

Domain verification

-

Technical support to as the "Regulation”) | hereby inform that:
1. The Administrator of your personal data is Asseco Data Systems 5.4, seated in Gdynia, ul. Podolska 21, 81-321 Gdynia;
Knowledge 2. The Dats Protection Officer of Asseco Data Systems S.A can be reached at the email address: 100 @sssecods pl, or phone
numiber +48 42 675 33 80.
About Certum 3. Your personal dsta will be processed for the purpose necessary for the performance of the non-gushified catificste agresment

pursuant to Article § sec. 1 lketter b of the Regulation.
4 Your personal data will be stored for 3 peried of: 7 years from the date of revocation or exxpiration of the |ast cerificate ssued -

At the bottom of the page there is a list of issued certificates. After clicking on the selected certificate, the
available options for the certificate will expand.

6.1. Downloading the pfx/p12 file after activation via key pair generation

If you have activated the certificate by generating a key pair, after selecting the certificate in Certificate
Management click on the Download PFX file button.

=

In the next step, run the CryptoAgent app.

certum.eu
infolinia@certum.pl



Page |17

In order to activate certificate download and run Certum
CryptoAgent application

ez < ]

Certum CryptofAgent application require the latest version
of the JWM {Jawva Virtual Machine) Environment.

MNOTE: Certum CrypioAgent should be on during the
cerfificate installation process on the card

Do you want to run this application?

Name: Certum CryptoAgent
ﬁ . Publisher: Asseco Data Systems 5.4,
— Locations: https://cservices. certum.pl
Launched from downloaded JMLF file

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the locations and publisher abave.

[ ] Do not show this again for this app from the publisher above

g Mare Information Cancel

The application will run in the background, and on the website it will be possible to download the certificate. A
password will also be generated to the file, which must be saved for it to be possible to access the file. The
certificate will be downloaded after clicking on the Save Binary button.

Password G
Get binary
=

6.2. Downloading the certificate and private key files (CSR method)

If you have activated the certificate using the CSR method, the certificate file (the public part) is downloaded
directly from the Certificate Management tab in a binary (.cer - Save binary button) or text form (.pem - Save as
text button).

certum.eu
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| Rerckz | Renew |
EmEDEn

To implement the certificate on the server you also need a private key file (privateKey.pem), which was
generated earlier together with the CSR. In case the key is lost, use the Reissue option. This is a re-issue of the
certificate.

certum.eu
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